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Mary Camacho Torres AN ACT TO ADD CHAPTER 50 TO TITLE 15, GUAM CODE 4/28/17 5/1/17 Committee on Culture and 5/11/17 5/16/17 Fiscal Note
ANNOTATED, RELATIVE TO FIDUCIARY ACCESS TO DIGITAL 10:49 a.m. Justice 10:00 a.m. 2:27 p.m. Request
82-34 (COR) ASSETS. 5/1/17

As amended by the Committee on
Culture and Justice.
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OFFICE OF THE VICE SPEAKER
THERESE M. TERLAJE
Chairperson of the Committee
On Culture and Justice
I Mina'trentai Kudttro na Liheslaturan Gudhan

34" Guam Legislature

May 12, 2017

MEMORANDUM

To:

All Members

Committee on Culture and Justice

From: Vice Speaker Therese M. Terlaje<"} /
Committee Chairperson
Subject: Committee Report on Bill No. 82-34 (COR), As Amended by Committee

on Culture and Justice

Transmitted herewith for your consideration is the Bill No. 82-34 (COR), As Amended
by Committee on Culture and Justice — “An Act to Add Chapter 50 to Title 15, Guam
Annotated, Relative to Fiduciary Access to Digital Assets.”

This report includes the following;:

e @ o & 0 O & © & o o

Copy of COR Referral of Bill No. 82-34 (COR)

Copy of COR Pre-Referral Checklist on Bill No. 82-34 (COR)
Copy of Bill No. 82-34 (COR), As Introduced

Copy of Bill No. 82-34 (COR), As Amended by Committee on Culture and Justice
Notices of Public Hearing

Public Hearing Sign-in Sheet

Copy of the Public Hearing Agenda

Copies of Submitted Testimony & Supporting Documents
Related News Reports

Committee Report Digest

Committee Vote Sheet

Please take the appropriate action on the attached vote sheet. Your attention to this
matter is greatly appreciated. Should you have any questions or concerns, please do not
hesitate to contact me,

51 Yu'os Ma'dse’!

Guam Congress Building, 163 Chalan Santo Papa, Hagétfia, Guam 96910
T: (671) 472-3586 F: (671) 472-3589 Email: s¢natorteriajeguam@gmail.com
www, suamlegislature.com




COMMITTEE ON RULES

Senator Michael F.Q. San Nicolas, Chafrnum
I Mina'Trental Kudttro na Liliestaturan Guithan « 34% Guam Legislature

To: Rennae Meno
Clerk of the Legislature

Attorney Julian Aguon
Legislative Legal Counsel

From: Senator Michael F.Q. San Nicolas
Chairman of the Commiitee on Rules

Date: May 1, 2017

Re: Referral of Bill No. 82-34 (COR)

Buenas yan Hafa adai.

As per my authority as Chairman of the Commitiee on Rules, | am forwarding the
referral of Bill No. 82-34 (COR).

Please ensure that the subject bill is referred, in my name, to Vice Speaker Therese M.
Terlaje, Chairperson of the Committee on Culture and Justice. | also request that
the same be forwarded to the prime sponsor of the subject bill,

Attached, please see the COR pre-referral checklist for your information, which shall be
attached as a committee report item to the bill.

If you have any questions or concerns, please feel free to contact Christian Valencia,
Committee on Rules Director, at 472-2461.

Thank you for your attention to this important matter.

Respectfully,

GUAM CONGRESS BUILDING = 163 CHALAN SANTQ PAPA « HAGATNA, GUAM 96910
Telephone: (671) 472-6453 * Email address: corguamiegisiature@gmail.com
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AN ACT TO ADD CHAPTER 8 TO DIVISION 1 QF TITLE 15, Committee on Culture and
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Senator Therese Terlaje <senatorterlajeguam@gmail.com>

F!RST Notlce for Public Hearmg Thursday, May 1 1 2017 at 10 00 AM

Senator Therese Terlaje <senatorterlajeguam@gmall com:=> Thu May 4 2017 at 2 56 PM

To: phnotice@guamliegislature.org
Cc: Joe San Agustin <protocol@guamlegislature.org>, MIS Guam Legislature <mis@guamlegisiature.org>

Hafa adai,
Please see pasted below and attached public hearing notice from Vice Speaker Therese M. Terlaje.

The Committee on Cuiture and Justice submits the request that this notice for the May 11, 2017 public hearing be posted
on the Legislative Channel, and posted on the Legislative Website in a manner that is easily accessible to the public
today and everyday until the public hearing on May 11, 2017.

Should you have any questions, please contact our office,

Thank you,
Maonaeka Flores
Policy Analyst

MEMOQRANDUM

From: Vice Speaker Therese M. Terlaje

Chairperson, Committee on Culture and Justice

Subject: FIRST NOTICE of Public Hearing — Thursday, May 11, 2017 at 10:00 AM

Hafa Adail

In accordance with the Open Government Law, relative to notices for public meetings, please be advised
that the Committee on Culture and Justice will convene a public hearing on Thursday, May 11, 2017,
beginning at 10:00 AM in / Liheslaturan Guahan’s Public Hearing Room (Guam Congress Building,
Hagétfia). On the agenda are the following items:

e Bill No. 82-34 (COR), As Introduced — M.C. Torres ~ An Act to Add Chapter 8 to Division 1 of
Title 15, Guam Code Annotated, Relative to Fiduciary Access to Digital Assets

e Bill No, 82-34 (COR), As Amended by Committee (DRAFT 1) — An Act to Add Chapter 50 to
Title 15, Guam Code Annotated, Relative to Fiduciary Access to Digital Assets

The hearlng will broadcast on local television, GTA Channel 21, Docomo Channel 117/60.4 and stream online via ! Liheslafuran Gudhan's live faed, If written {estimonles
are to be presented at the Public Hearing, the Commiites requests that copies be submitted prior te the public hearing date and should be addressed to Vice Speaker
Therese M. Terlaje. Testimonies may be submitted via hand delivery to the Office of Vice Speaker Therese M. Terlaje at the Guam Congress Building, 163 Chalan Santo
Papa, HagétAa, Guam; at the mail reom of the Guam Congress Building, 163 Chalan Santo Papa, Hagatfia, Guam 96910; or via email to
sanatorteriajeguam@gmail.com. In compliance with the Americans with Disabllities Act, individuals requiring special accommodations or servicas should contact the
Office of Vica Speaker Therese M. Terlaje, 163 Chalan Santo Papa, at (671} 472-3586 or by sending an email to senatorterlajeguam@gmail.com,



We look forward to your attendance and participation.

Si Yu'os Ma'ase

The Office of Vice Speaker Therese M. Tetlaje

Committee on Culture and Justice

I Mina'trentai Kudttro na Liheslaturan Guahan

34th Guam Legislature

Guam Congress Building, 163 Chalan Santo Papa, Hagétfia, Guam 96910
T: (671) 472-3586 F: (671)472-3589

senatorterlajeguam@gmail.com

Electronic Privacy Notice: This e-mail and any aftachmeni(s), contains information that is, or may be, covered by
electronic communications privacy laws and legal privileges, and is also confidential and proprietary in nature. If you are
not the intended recipient, please be advised that you are legally prohibited from retaining, using, copying, distributing, or

otherwise disclosing the information in this e-mail or any altachment in any manner. Instead, please reply to the sender
that you have received this communication in error, and then immediately delete it. Thank you in advance for your
cooperation.

£y First notice PH 5.11.17.pdf
— 315K



OFFICE OF THE VICE SPEAKER
THERESE M. TERLAJE
Chairperson of the Committee
On Culture and Justice

I Mina'trentai Kudtiro na Liheslaturan Gudhan
34" Guam Legislature

May 4, 2017
MEMORANDUM /ﬂ@/
From: Vice Speaker Therese M. Terlaje
Chairperson, Committee on Culture and Justice
Subject: FIRST NOTICE of Public Hearing — Thursday, May 11, 2017 at 10:00 AM
Hdfa Adai!

In accordance with the Open Government Law, relative to notices for public meetings, please be
advised that the Committee on Culture and Justice will convene a public hearing on Thursday,
May 11, 2017, beginning at 10:00 AM in I Likeslaturan Guahan’s Public Hearing Room (Guam
Congress Building, Hagatfia). On the agenda are the following items:

e Bill No. 82-34 (COR), As Introduced — M.C. Torres — An Act to 4dd Chapter 8§ to
Division 1 of Title 15, Guam Code Annotated, Relative to Fiduciary Access to Digital
Assets

e Bill No. 82-34 (COR), As Amended by Committee (DRAFT 1) — An Act to Add
Chapter 50 to Title 15, Guam Code Annotated, Relative to Fiduciary Access to Digital
Assets

The hearing will braadcast o [ocal television, GTA Channel 21, Docomo Chananel 117/60.4 and stream online vin [ Ltheglatiran Gudban s live feed, 1
written testimonies are to be presented at the Public Hearing, the Committee requests that copies be submitted prior to the public hearing date and should
be sddressed to Vice Speaker Therese M. Terlaje. Testimonies may be submitted via hand delivery to the Office of Vice Spenker Therese M. Terlaje at
the Guam Congress Building, 163 Chalar Sento Papa, Hagitia, Guam; at the mait room of the Guam Congress Building, 163 Chalan Santo Papa,
Hagdtita, Guam 96910; or via email to senatorterlajeguam@pannil.com. In compliance with the Americans with Disabilities Act, individuals requiring
special accommodations or services should contact the Office of Vice Speaker Therese M. Terlaje, 163 Chalan Santo Papa, at (671) 473-3586 or by

sending en email to senatorterlajepuam@amail.com.
We look forward to your attendance and participation.
St Yu'os Ma'dse

Guncn Congress Building, 163 Chalan Santo Papa, Hagétfia, Guam 96910 T
T: (671) 472-3586 F: (671) 472-3589 Email: senatorterlajegnami@gmail.com

www.senatorterlaje.com




@ I8 g Senator Therese Terlaje <senatorterfajeguam@gmail.com>

éééOND Notice for Publlc Hearmg Thursday, May 11 2017 at 10 00 AM

Senator Therese Terlaje <senatorterlajeguam@gma|i com> Tue, May 9 201 7 at 9: 02 AM
To: phnotice@guamlegislature.org

Cc: MIS Guam Legislature <mis@guamlegislature.org>, Senator Therese Terlaje <senatorterlajeguam@gmail.com>
Héafa adai,

Please see pasted below and attached public hearing notice from Vice Speaker Therese M. Terlaje.

The Committee on Culture and Justice submits the request that this notice for the May 11, 2017 public hearing be posted
on the Legislative Channel, and posted on the Legislative Website in a manner that is easily accessible to the public
today and everyday until the public hearing on May 11, 2017.

Should you have any questions, please contact our office.
Thank you,

Jocelyn de Guia
Policy Analyst

MEMORANDUM

From: Vice Speaker Therese M. Terlaje

Chairperson, Committee on Culture and Justice

Subiject: SECOND NOTICE of Public Hearing — Thursday, May 11, 2017 at 10:00 AM

Hafa Adail

In accordance with the Open Government Law, relative to notices for public meetings, please be advised
that the Committee on Culture and Justice will convene a public hearing on Thursday, May 11, 2017,
beginning at 10:00 AM in / Liheslaturan Guahan’s Public Hearing Room (Guam Congress Building,
Hagatfia). On the agenda are the following items:

o Bill No. 82-34 (COR), As Introduced — M.C. Torres — An Act to Add Chapter 8 to Division 1 of
Title 15, Guam Code Annotated, Relative to Fiduciary Access to Digital Assets

o Bill No. 82-34 (CORY), As Amended by Committee (DRAFT 1) — An Act to Add Chapter 50 to
Title 15, Guam Code Annotated, Relative to Fiduciary Access to Digital Assets

The hearing will broadcast on local television, GTA Channel 21, Docomo Channel 117/60.4 and stream online via /
Liheslaturan Guéhan’s live feed. If written testimonies are to be presented at the Public Hearing, the Committee requests
that copies be submitted prior to the public hearing date and should be addressed to Vice Speaker Therese M. Terlaje.
Testimonies may be submitted via hand delivery to the Office of Vice Speaker Therese M. Terlaje at the Guam Congress
Building, 163 Chalan Santo Papa, Hagéatfia, Guam; at the mail roem of the Guam Congress Building, 163 Chalan Santo
Papa, Hagatfia, Guam 96910; or via email to senatorterlajeguam@agmail.com. In compliance with the Americans with
Disahilities Act, individuals requiring special accommodations or services should contact the Office of Vice Speaker



Therese M. Terlaje, 163 Chalan Santo Papa, at (671) 472-3586 or by sending an emai! to
senatorterlajeguam@gmail.com.

We look forward to your attendance and participation.

Si Yu'os Ma’dse

'The Office of Vice Speaker Therese M. Terlaje

Comimittee on Culture and Justice

I Mina'trentai Kudttro na Liheslaturan Gudhan

34th Guam Legislature

Guam Congress Building, 163 Chalan Santo Papa, Hagatfia, Guam 96910
T: (671) 472-3886 F: (671) 472-3589

senatorterlajeguam@gmail.com

Electronic Privacy Notice: This e-mail and any affachment(s), contains information that is, or may be, covered by
electronic communications privacy laws and legal privileges, and is also confidential and proprietary in nature. If you are
not the intended racipient, please be advised thal you are legally prohibited from retaining, using, copying, distributing, or
otherwise disclosing the information in this e-mall or any attachment in any manner. Instead, please reply fo the sender

that you have received this communication in etror, and then immediately delete it. Thank you in advance for your

cooperalion.

Second notice PH 5.11.17.pdf
315K
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OFFICE OF THE VICE SPEAKER
THERESE M. TERLAJE
Chairperson of the Comumittee
On Culture and Justice

I Mina'trentai Kudttro na Liheslaturan Gudhan
34" Guam Legislature

May 9, 2017
MEMORANDUM
From: Vice Speaker Therese M. Terlaje /ﬂK
Chairperson, Committee on Culture and Justice
Subject: SECOND NOTICE of Public Hearing — Thursday, May 11, 2017 at 10:00
AM
Hiafa Adai!

In accordance with the Open Government Law, relative to notices for public meetings, please be
advised that the Committee on Culture and Justice will convene a public hearing on Thursday,
May 11, 2017, beginning at 10:00 AM in I Liheslaturan Gudhan’s Public Hearing Room (Guam
Congress Building, Hagétfia). On the agenda are the following items:

e Bill No. 82-34 (COR), As Introduced — M.C. Torres — An Act to Add Chapter 8 to
Division 1 of Title 15, Guam Code Annotated, Relative to Fiduciary Access to Digital
Assets

e Bill No, 82-34 (COR), As Amended by Committee (DRAFT 1) — An Act to Add
Chapter 50 to Title 15, Guam Code Annotated, Relative to Fiduciary Access to Digital
Assets

The hearing will broadcast on local television, GTA Channel 21, Docormo Channel 117/60.4 and stream
online via { Liheslaturan Gudhan's tive feed. If written testimonies are to be presented at the Public
Hearing, the Committee reguests that copies be submitted prior to the public hearing date and should be
addressed to Vice Speaker Therese M. Terlaje. Testimonies may be submitted via hand delivery to the
Office of Vice Speaker Therese M. Terlaje at the Guam Congress Building, 163 Chalan Santo Papa,
Hagétfia, Guarn; at the mail room of the Guam Congress Building, 163 Chalan Santo Papa, [{agitfia, Guam
9691(; or via email to senatorterlajepuam@email.com. In compliance with the Americans with Disabilities
Act, individuals requiring special accommodations or services should contact the Office of Vice Speaker
Therese M. Terlaje, 163 Chalan Santo Papa, at (671) 472-3586 or by sending an email to

senatorterlajeguam@igmail.com.

We look forward to your attendance and participation.

Si Yu'os Ma'dse

Guam Congress Building, 163 Chalan Santo Pap, agﬁtna, Guam 96910 -
T: (671) 472-3586 F: (671) 472-3589 Email: senatorterlajeguam@pmail.com
www.senatorterlaje.com
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admin2@guamrealtors.com
admin@bbmr.guam.gov
admin@frankaguonjr.com
admin@guamrealtors.com
admin@weareguahan.com
aguondguam@gmall.com
agusto.aflague@gmall.com
ahernandez@guamlegislature.org
alerta,Jermalne@gmall.com
alicto.rbl@gmail.com
amB8a0guam@gmail.com
amandalee.shelton@mall.house.gov
amchorja@gmall.com
ann@toduguam.com
asslst_editor@glimpsesofguam.com
ataligha@gmail.com
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OFFICE OF THE VICE SPEAKER
THERESE M. TERLAJE
Chairperson of the Committee
On Culture and Justice

I Mina'trental Kudttro na Likeslaturan Gudhan
34™ Guam Legislature

Public Hearing

Thursday, May 11, 2017
10:00 a.m. — 12:00 p.m.

AGENDA

Bills:

e Bill No. 82-34 (COR), As Introduced — M.C. Torres — An Act to Add Chapter 8
to Division 1 of Title 15, Guam Code Annotated, Relative to Fiduciary Access to
Digital Assets.

o Bill No. 82-34 (COR), As Amended by Committee (DRAFT 1) — An Act to
Add Chapter 50 to Title 15, Guam Code Annotated, Relative to Fiduciary Access
to Digital Assets.
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M. Terlz]a at tha Guam Congress Building, 163 Chalan Santo Papa, Hagétfia, Guam; at the mall raom of the Guam Gongrass Buiiding, 163 Chalan
Santo Papa, Hagéliia, Guam 96910; or via emall to senatontertajeguam @gmall.com. tn compllance with the Amerlcans with Dissbilities Act,
Individuala raqulring spaciat accommedations or servicaa should contact the Office of Vice Speaker Tharase M. Terlaje, 163 Chalan Santo

Papa, al (§71) 472-3586 or by sending an emall 1o genatotadalequem@gmail.com.
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Qtate Lawmakers Have Options to Protect Your Digital Legacy
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Privacy & Data

As state legislatures prepare for another season, they will be able to choose among
several maodels for updating estate law while preserving usets' control of their digital
legacies. This administrative question has been caught up in larger questions about our
relationship with technology and the difficulty of anticipating the future of innovation.
Rules for accessing digital accounts after death are nontrivial as they hold huge troves
of information about our habits, preferences, and connections to others. The narratives

of our lives can be assembled through this data, and everyone should have control over
how their stories are told. CDT has some advice for users looking to establish their own

digital legacies, and we have advocated for legislation that prioritizes user control.

In fact, CDT played a major role in crafting two of the models that are available this
vear, and this weelk the Uniform Law Commission has unveiled a new model that is both

privacy protecting and administrable. This is the result of a year of negotiation and
represents a hard-won compromise among key stakeholders,

The Uniform Law Commission (ULC), a nonprofit that provides state lawmalkers with

model bills “to bring clarity and stability to critical areas of state statutory law,” worked

with technology companies, trust and estate lawyers, and privacy advocates to update
the model legislation they released last year, the Uniform Access to Digital Assets Act
(UFADAA). Both technology companies and privacy advocates criticized that proposal
for providing averly broad access to fiduciaries, and the bill was stalled after being



introduced in many states across the country. The new model, conveniently titled the
Revised Uniform Access to Digital Assets Act (RUFADAA), addresses several of the
objections raised to the last model and substantially shifted in its default treatment of

digital assets.
The updated model makes several meaningful improvements, including:

Protecting Gommunications by Defaulf: The revised bill requires the consent of the
user before granting access to contents of digital communications, reversing the default

of the original bill. Our digital communications are vast, searchable archives of many of
our fleeting thoughts, feelings, and preferences and may include photos or video shared
with a private, specific audience. They should not be treated the same as physically
stored letters. Users expect that they will be private and take steps to ensure as much;
they are stored by third parties behind password-protected accounts that may or may
not be linked to a person’s true identify. The treatment of these assets under RUFADAA
is a more accurate reflection of the technology, and more respectful of user controi.

Prioritizing selections made through online tools: RUFADAA gives priority to wishes

expressed through tools like Google’s Inactive Account Manager and Facebook’s Digital

Legacy Contact, even over wills and other testamentary documents. CDT supports this
prioritization. The tremendous diversity of online accounts will only increase with time.
Providers are in the best position to communicate what options are available directly to
users based on the type of content they store. Prioritizing these tools incentivizes
companies fo create them and encourage users to share their preferences directly.
Additionally, while we may only interact with a testamentary instrument a few times in
our fives, we interact with our online accounts on a reasonably regular basis and are
more likely to keep our settings up to date than our wills. That said, there are some
conditions: the setting must be able to be changed (not a one-time election) and it must
be distinct from the terms of service agreement. Speaking of which...

Terms of Service Are Given the Lowest Priority: The original model completely
negated any provision in the terms of service that prohibited access; however, the

updated bill appropriately recognizes the role of terms of service agreements. While




incentivizing users to express their desires directly (through provider tools or
testamentary instruments), RUFADAA's recognition of terms of service acknowledges
that users may have chosen a patticular provider or service based on the expectations

that are rooted in terms of service.

Earlier this year, the trade association NetChoice published a model bill titled the
“Privacy Expectation Afterlife and Choices Act” (PFEAQ). This bill differs in some
respects from RUFADAA, but maintains a similarly robust privacy-preserving default of

limiting access unless a user gives permission or a court deems it necessary for the .

administration of the estate. This model is limited in scope, only addressing personal
representatives and not trusts or conservatorships.

CDT worked with the authors of both the RUFADAA and the PEAC model, and as a
result both contain the basic privacy protections that were lacking in previous attempts.
The ULC will promote its model across the country this legislative season, and has
prepared a helpful comparison chart to help lawmakers understand the differences
between available models. Both of these models put control in the hands of users and
pravide protections against privacy harms. We encourage state lawmakers to keep
privacy and digital dignity in mind as they decide what legislation to introduce this year.
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INTRODUCTION

Advances in technology and the {ncreasing spread
of digital connectivity are bringing about big
changes in how people live. The Internet provides

2 new level of connectivity that is fueling a wave

of applications and services that promise to meet
people’s needs with exceptional conventence and
efficiency. As of 25, 84 percent of adult Americans
conaect to the Internet, with 81 percent of those
ages 50-64 and 58 percent ages 65+ connecting.’

In today’s Internet-connected wendd, peaple accrue
vast amounts of digital assars. These include digital
files {e., e-rnails, photos, videos, and documents), as
well as digital aceounts {e.g, financial, business, social
media, e-mail, retail shepping, and doud storage).

ities i
1z Digital Estates

many have not, thought about
managing their digital legacy. This lack of action
can result in heirs losing acoess to their loved one's
digital assets.
Managing one’s digital legacy is a key issue
because digital assets can have both monetary
and sentimental value. Further, in many states,
laws pertaining to the disposition of assets do not
address the treatment of digital content after the

owmer dies ot is unable to manage his or ber digital

content due to illness, As such, state governments
and service providers™ are in 2 position to update
various laws and practices.

This report examines the current landscape
concerning Internet users' digita] legacy—that is,

Based on an A ARP Public Folicy
Institite study of digital readiness,
over half (57 percent) of Intemet wsess EXAMPLES OF DIGITAL ASSETS
ages 18 and older have between 1and - , be: bk I
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relevant laws and regulations, the shortcomings

of such policy in keeping up with the evelving
digital age, and the role of Imternet service
providers, among other variables. To undarstand
haw American Internet users are using their
comnectivity and to what extent they hava thought
zhout and taken action to prepare their digital
legacy, AARP conducted 2 nationally representative
survey of Internet users ages 18 and older [survey
methodalogy provided in appendix}. The survey
data, which include information on current Internet
usage by demographic, provide context for the
accompanying, ever-evolving issues.

SURVEY BASICS: HOW ADULTS ARE USING THE
INTERNET

Survey results indicate that the frequency of
Internet usage for communication varies by age.
Almost 8 in 10 (75 percent) Internet users under the
age of 5o send text messages daily; compared with
45 percent of those ages 50 and older, Similarty, half
{50 percent] of those under the age of 56 use social
media at least gnee a day, compared with 35 pezcent
of online ysers ages 50 and older,

The nom-communication-related Internet activities
of adults also vary by age. Younger Intemnst users
post photos or other contant online more often than
older users, However, the majority of adult Internet

TABLE 1
Cnfine Activities within the Past 12 Montha

users of all ages are using the Internet to make
purchases and for financial transactions {table 1).
The implications concerning the increasing use of
the Internet for financial purposes—one of the most
sensitive online functions—are significant. As such,
users of afl ages need to consider their digital legacy
10 prevert loss of digital content of both a financial
nature and seotimental value.

‘When asked at what locations they access the
Internet, adult Internet users indicated that home is
the most common location (figure 1}.

THE IMPORTANCE OF PRESERVING DIGITAL ASSETS
Failing to plan for one’s digital legacy can Jeave
amily members with a complex and diffienlt
landscape io navigate. Without a detailed imverntory
of an individual’s digital assets, family members
may have difficulty identifying what assets exist
and how 1o locate and access them.

Creating a datailed inventory of digital assets,
however, can be difficult for Internet users becatise
they often do mot have an aceurate understanding
of the extent of their digital content? Further, most
have not prepared a list of digital assets for their
estate, nor have they documented their wishes for
how they want their digitel assets addressed. This
is not surprising given a tecent suzvey found that
64 percent of Americans have not prepared a will*

Make a purehase online 804 B2% a1 T4% L
Perforn a banking orﬁﬂanc:a[ . - LI y
tranzaction - ¢ .. - . 49% 71, 695 £ 61% : 54%
Fniz‘t photos, videos, or cther content 61% 70% 54% 6% 20
onlina

Store or back up impartant contant with * " ’ : . o
oniine sersioas 38% 46% w2 wE
Salf hil 24% 29% 21% 14% %

{8, “Within the past 12 menths, have you used the intemet to...? Check yes orna for each item.”

Source: AARP Public Folicy Mustitune study of bternat users,




This lack of planning can kead 10 FIGURE 1
lengihy lagal battles aver access
1o digital assets and the loss of
digital assets after a person's death
or incapacitation. Passwords and
encrypHon can prevedd aocess

to digital accourtts and make it
difficult to retrieve digital coment.
In eddition to tectmalogical
security laws may also prevent
acress to digital comtent. This
complicates the tak for the
fidueiary® responsible for an estate
that includes digital assets. A
fiduciary s a trusted person with
the legal anthority to manage
another’s property and the duty 10
act in that person’s best merest.
Digital assets of monetary value
are nmally of greatest concern
because loss of these assets can
result inJoved ones being unable
1o recover valuable property.”

Someone Else’s Houra

CafE/Other Business

Public Library

Home Is the Most Common Location for Accessing the
Internet for All Age Groups

Home

Wark

Base: 18-49 n = 940, 80-64 n = 661, 6574 n =305, 759+ n=210

Hovwever, it is not always dear 03. “Doyou access the Imemet at any of the following places? Check yes

which assets have monetary value.
‘Whike digital finandal accounts,
wvirtual property accounts, and
online business accounts are
obvious sources of potential
wealth, sther digital assets may also have value For
exarple, e-mail accounts, photos, videos, websites,
and blogs can be of monetary value or contain
Dusinessvelsied information and other assets of
finandal value.

MOSY ADULT INTERNET USERS HAVE NOT
THOUGHT ABOUT THEIR DIGITAL LEGACY

Our survey finds more than half {58 percent) of
adult Infernet users have not thought about what
will happen to their digitz] content when they die
or become incapacitated. African American and
Hispanir adult Internet users are more likely’ to
say they have not thought about their digital legacy

compared with White adult Internet users {Ggure 2).

Of achult Interriet users, 16 percent have taken some
kind of action 10 manage their digital legacy. Older

or nofor each item.”
Source: AARP Public Policy Institute study of Interner neers.

Internet users are more likely to have taken action,
with 29 percent of these ages 65 znd older saying
they have taken 2ction, compared with 18 percent
of those ages 50-64 and 12 percent of Internet users
ages 18—4p.

Of those who have taken action 1o manage their
digital Jegzey, few documented their wishes using a
written will or onfine account settings {figure 3).
The majarity of adult Internet users who have taken
action tn manage their digital legacy made a list of
acoount passwords that is available to a trusted person
(56 peroent), and/or discussed their wishes with a
trusted person {6z percent). While these strategies can
help provide aceess to digital content for the trusted
person, they do not necessarily grant the trusted
person Jegal authority o access and manipulate the

QOCOUNLS,

A stoall nanmber of online service providers
offer account settings that allow subscaribers
w set their preferences regarding the
sreatment of digital content in the event

of death or incapacitation. Howevyer, these
arcount settings apply only to the digital
content associated with that account.
Overall, more than one-third of adhiit
Internet users (35 percent) said they are
concerned about what will happen to their
digital assets in the event of their death

ot incapacitation. African Americans

{35 percent) and Hispanics (40 percent) are
more likely than Whites {30 percent) to say
they are concerned about what will

1o their dightal content Less than half of
adult Internet users said they were likely
10 logk for more information om preparing
their digitz] legacy in the next 12 months.
Forty-six percent of Hispanic Internat
users and 37 percent of African American
Internet users said they are likely to Jook
for mare information, comparad with

29 percent of White Internet users,

Despite their spparent lark of concern for
their own digital legacy, 46 percent of zdult
Internet users believe their krved ones will
want access 1o their digital content in the
event of their death (fgure 4).

Similarly, 43 parcent of adult Internst users
said they would want access to their loved
one’s digital content in the event of the
loved one’s death. This suggests that many
Internet users do see value in being able
to access digital content after the death of
loved onss.

BARRIERS TO ACCESSING DIGITAL
ASSETS DF DECEASED OR INCAPACITATED
INRIVIDUALS

There are a number of potential barriers
facing those seeking 10 acress the digital
assets of a deceased or incapacitated loved

one.

Because people often open new accounts
and closa or abandon older accounts,
keeping track of online accounts is

FIGURE 2

Riost Adult Internet Users Have Not Thought about
Their Digital Legecy

Have Not Thought about Digital Legacy
2 Heve Thought shout Digital Legacy

Hispanic Afrjcen Americzn Whits

Base: Hispanic n=622, African Amesican/Black n=405,
White n=1,527

QZ3. “Have you ever thought abolst what will happen to your
digital content if you become incapacitated or after you
pass away?”

Sotree: AARP Publie Policy nstinete study of Infernet users.

FIGURE 3
Actions Taken by Adult Internet Users to Prepare
Their Digital Legacy

Dircussed Wizhes
with Trusted Person

Created List of
Aczount Passwords

Used Onlite
Account Settings

Made Armangemants
In Wil

Base: Respopdents rporting they've taken action {n = 356}

* Due to small sample siza, further age hreakdewns for this
age group were not possible,

Q25 "What action(s) have you taken? Check al that apply.”
Sowve: AARP Public Folicy Institutz study of bnternet users.
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challenging, And with eachaccount comes another
userniame and password those wanting 1o access
the account will reed to know: Further, many
online music, video, and book services® do not sell
content to the user, but instead sell an individual
user’s license granting the subscribar access to
the content, Generally, these licensing agresments
prohibit the trensfer of the license should the
subscriber die. As g result, many online music,
video, and book libraries may not be part of the
deceased’s digital property. To determine legal
ownexship of such content, it will be necessary to
review each relevant lcensing agreement.

Reyond these complications, eurrent faws and
service provider a can [imit access to
the digital comtent of a deceased or incapacitsted
individual

Federal Law

Federal law does not specifically addrass aecess

m a deceased or incapacitated individual's digital
corttent. However, federal privacy laws designed to
protect against unauthorized access to computars
and electronic files can limit what information
service providers can disclose to third parties. The
key federal law is the Electronic Communications
Privacy Act (ECPA)? which governs what types of
information a service provider can disclose and
under what circamstances. This statute limits the
disclosure of digital content 1o others unless the
account holder has explicitly given consent.

In zddition, under the Computer Fraud and Abuse
Act (CFAA)” it is illegal to access a computer or
computer network withoee authorization or in excess
of autharization. The intention of the CFAA is'm
penalize criminals engaging in instances of malidious
hacking; however, civil actions can occur under the
statute. This means t}:atﬁdtmatm-rpungm
gain access to a deceased or incapacitated person’s
computer devices without proper antherization could
be Hahle for violating the CFAAL

[ respanse to these laws, service providers

aften operate under terms of service imjting
access to digital content to prevent unauthorized
access, Frequently, the texms of service permit
onty the account owTer to access content, Some
termos of service explicitly state these rights are

FIGURE 4

Almost Half of Adult Internet Usars Think
Loved Ones Will Want Access to Their Digital
Content Should They Pass Away

= Watrld ot Want Access
2z Don't Know
B Would Want Access

Basein = 2,042

Q27. "o you think your loved cres would want ascess
to yeur digital content after you pass awayz”

Soriree: AARP Public Policy Institute study of [nterniet users.

nortransterable™ As a result, service providers
may refuse t¢ relsase information in the absence
of a will or other legal dacurnentation consenting
to the disclosure of a decessed or incapacitated
individual's digital content.

Ftate Law

Given the uncertainty of access to digital content
under existing fedaral laws, statss are rooving to
help make digital content available to fduciaxies.
To date, 27 states have enacted laws addressing
access 1o digital assets of a deceased or incapacitated
person {figure 5}

The utility of these state Laws varies. For example,
Nevada Iaw provides only for the termination of
the deceased’s sacial media accounts and does not
grant acoess to digital content. Rhode Island law
requires service providers to grant executars access
to contents of e-mails, but not other digital content.
More recently passed laws seek to provide amch
broader access to digital content, giving a fidudiary
autharity o manage or distrinite the digital

FIGURE 5

States with Laws Related to Accessing Digital Content of Decedents [as of January, 2017)

B RUFADAA
- Other Law

Source: AARP Public Foficy fnctitule.

propesty as appropriate. Through Jauary 2017, z1
states™ enarcted leg!slanon. designed by the Uniform
Law Comrnission that addresses access o digital
assets based on the Revised Uniform, Fdudary
Access to Digital Assets Act (RUFADAA] of 2015.%
The Uniform Law Commission (also known 25 the
National Conference of Commissioners on Uniform
State Lawrs) researches, drafts, and promotes
enactment of uniform acts in aress of state law
where uniformity is desirable and practical.

The goal of RUFADAA is to provide legal authority
for fiduciaries to manage digital assets in the szme
manner as they manage tangible assets. AUFADA A
warks In conjunction with existing federal laws,
thereby remaving barriers that prevent fiduriaries
from managing digital comtentt. Importantly, the
act allaws the owner of the digieal content to
specify bow to handle his or her digital assets by
identifying what content should be presecved,
distributed to heirs, or destroyed.*

Under RUFADAA, using online account ssttings to
designate a person to manage that accourt in the
event of the arcount holder’s death or incapacitation

is legally eaforceable. If the account owner has
not provided direction through 2ccount settings
or a traditional estate plan (such as a will, power
of attorey, or other written record), then the
providers termus of service will determine access
1o the digital content. IF the terms of service fail
10 address fiduciary acress, the default rules of
RUFADAA will apply.

Service Provider Agreements

In the shsence of laws or legal documentation such as
a will addressing digital assets, the service provider
agreerent determines the rules applying to the
access of an individyal's digital assets. Unfortunately,
maryy of these agreements do not specifically address
the question of what happens to digital comtent
belonging o a deceased or incapacitated account
holdex. If the service provider’s terms of service do
not make specific provisions for fiducizry access to
digital assets, these assets may not be recoverable

A small mmber of service providers do provide
online account settings to address this issue.™ For
examgle, some services allow account holders to use




account settings 1o select what they want done with
their account. The account holder can elect to have
the eccount deleted, or access given to an individual
he or she specifies.

Otther servires such as passwort Managers
consolidate username and password information inte
a siogle aceount™ that the arcount helder can elect to
share with laved ones. While this may provide loved
ones with access to acoounts, it does not 2ddress the
legality of having sameone other than the account
owner access or manipulate the accounts. Some argue
that many service provider agreements prohibit this
type of access due to cancerns about privacy laws
such as the federal ECEAY

CONCLUSION AND RECONMMENDATIONS
Managing ane’s digital assets is an fmpertant issue
for those connecting to the Internet. The survey
found that 6 out of 19 adult Internet users have not
considered how they want to address their digital
legacy. Few adult Internst users said they had taken
any action o prepare for the management of their
they were not concerned about addressing the
issue of their digital Jegacy, and would not look for
further information on this topic. Consequently,
people managing the estates of thase who die or
become incapacitated will face challenges identifying,
recovering, and accessing the person's digital assets.
In mary cases, the digital assets will be lost.

The legal landscape can make it challenging for
fiduciaries seeking access 10 an individual’s digital
assets, Mary service providers do not inchide
provisions in their terms of service granting access
to accounts of deceased or incapacitated individuals.
1n the absence of legal documentation such as a
will or power of attomey specifically addressing the
digital assets, this coment Toay not be accassible.

A namber of states have recently enacted laws
regarding arcess to digital assets that seek to kelp
overcorne this problem.

As digital assets increasingly form a larger part of the
estates of Tmernat users, addressing issues assodiated
with providing access 10 digital content afier death
or incapacitation will grow in importance. To help
address these issues, the appropriste stakeholders
should tzke the following steps:

informed Stakeholders Should Educate Internet
Users - Many Intemnet users have not thought about
ot taken any action 1o prepare their digital legacy.
FBor this reason, consumer groups, financial planners,
estate planners, and service providers should educate
Internet users about the importance of managing
their digital legacy to ensure that their digital assets
of monetary and sentimental vahie are Dot Jost.

Servica Providers Should Provide Options to
Manage Digital Assets - Service providers should
provide users with account settings that allow
accoum holders to indicate their preferences for the
treatment of their digital comtent in the everrt of
death or incapacitation.

Service Providers Should Address Fiduciary
Access in Their Service Provider Agreements -
Service providers should inchude specific provisions
allowing arcess to the digital content of deceased ot
incapacitated acoount holders.

State Laws Should Provide for Fiduciary Access to

Digital Assets and:

+ Beapplicable to 2ll digital assets and not just
specific types of acooumnts.

» Treat digital content in the same manner as
tangible property. For example, laws should
allow a fiduciary tp manage digital currencies®
{such: as bitcoin) in the sama way as they ranage
traditional financial assets such as bank accounts.

*+ Prowect the privacy of account holders by allowing
them to spacify what digital content they want to
mike available and who should have access to it.

v Not conflict with federal laws related to digital
privacy and security, or conflict with existing
state laws related to probate, guardianship, trusts,
and pawers of attorney.

Consumers Should Plan Their Digtial Legacy -
Consumers should create an invenstory of important
online arcounts and usernames to ensure their
digital content is accessible should they no Jonger
be able to manage the content. They should alse
documest their digital legacy wishes and coordinats
with an estate planner or loved ones to ensure the
docurnents comply with relevant Jaws relating to
digital Jegacy.

APPENDIX. SURVEY METHODOLOGY

The resezrch wtilized GFK's KnowledgePanet®
nationally representative online panel, Respondents
were screened {0 ensure that they use the Internet
for reasons other than taking KnowledgePanel®
SUEVEYs.

For this study; a total of 2,908 qualified interviews
were secured from the nationally representative
KnowledgePansl® sample of Internet tsers. The
averall sample was weighted by age, genﬂe_r
racejethricity, education, Census region,
metropolitan status, and household income (and
primary language for Hispanics} to be nationally
representative of Internet users ages 18+ In
addition, dus to the gversampling of certain groups
[see descriptions below) and weighting, the suzvey
3lso yielded samples of adults ages go—64, adults
ages 65+ non-Hispanic African Americans/Blacks,
Hispanirflatings, and non-Hispanic Whites that
were desipned 1 be nationally representative of
Internet users in each of those groups.

The general poputation sample included a
representative sample of 2,042 respondents ages

18+ from different racefethnicities and age groups.
However, in order to make comparisans by race/
ethricity and by age, additional interviews
{“oversamples”) were completed among three
groups, Aftican American/Blacks {n=443), Hispanic/
Latinos {n=429), and Americans ages 65 or older
{n=94}, in order to secure an adequale number of
respondents in each of these groups for analysis.
Ultimately, a 10tal of 605 interviews were completed
arzong African Americans, 622 interviews were
completed among Hispanics, and 514 imarviews
were campleted among respondents ages 65 or
older Therefore, in the report, when making
comparisons by racefethnicity or age, the sample
sizes of Hispanics/Latines, African Americans,
and adults ages 65+ are based on the total nurnber
of irterviews comgpleted for each group, which
included respondents from the general population
sample, as well as those from the oversamples,
However, the resulis shown for the gensra)
population are based only on the nationally
representative sarple of 2,042, which excludes the
oversamples.
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15 For exampte, Gmail aieows users to designate an “inactive account manager” to receive 2n e-mail alert that the accaunt has
been dormant for a certain pesad, while Facebook allows fmily members to memarizlize the daceased fincapacitated person’s
Facebook pege.

16 Such accounts allow users to use one usernama and password ta gain access to all their accounts.
7 Craig Dicksan, “The Digital Legacy Conundrum: Wha Really Owns What?" New Zeafand Law journaf 275 (2015).

18 Digital currencies arz Intemat-based forms of curency that exhibit properties similar 19 physical currancies but allow for
Instantaneous transactions and harderess transfor of owneeship.
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October 13, 2015

Ben Orzeske

Chief Counsel

Uniform Law Commission
111 N. Wabash Ave.
Suite 1010

Chicago, I. 60602

Dear Mr. Orzeske:

| am writing to express Google's support for the Revised Uniform Fiduciary Access to Digital
Assets Act. We are pleased to have found common accord with the Uniform Law Commission in
hoth of our efforis to address access issues to digital information of decedents and others.

The revised Uniform Act accommodates the needs of settling and administering estates,
providing full or limited access to information for guardians, holders of powers of attorney and
others assisting people who may be incapacitated, while respecting the account holder's rights to
privacy. [n addition to commitments made to users, custodians' obligations under the federal
Electronic Communications Privacy Act prohibit disclosures of content or account information
except under specific circumstances. The Uniform Act appropriately recognizes these limitations
and provides a consistent framework for anyone petitioning for information related to the contents
of another's account.

Support for this legisiation extends only as far as hills based on the Uniform Act remain consistent
with it and we reserve the right to support or oppose individual bilis based on the Uniform Act
after their review,

Sincerely,

g ra
/ﬂf'f”ﬁ?w%?,%éj//

Ron Barnes
Head of State Legislative Affairs



111 N. Wabash Ava.
Suite 1010
Chieago, IL 60602

@ﬁﬁ%@f’ﬁf’m Law ( ‘“f'”é (312) 450-6600 tel

NATIONAL CONFERENGE OF COMMISSIONERS ON UNIFORM STATE LAWS (312) 450-6601 fax
www.unlformlaws.org

WHY YOUR STATE SHOULD ADOPT THE
REVISED UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT (2015)

The Revised Uniform Fiduciary Access to Digital Assets Act (Revised UFADAA) modernizes
fiduciary law for the internet age. Fiduciaries are the people appointed to manage our property
when we die or lose the capacity to manage it ourselves. Nearly everyone today has digital
assets, such as documents, photographs, email, and social media accounts, and fiduciaries are
often prevented from accessing those accounts by password protection or restrictive terms of
service. Digital assets may have real value, both monetary and sentimental, but they also present
novel privacy concerns. UFADAA. provides legal authority for fiduciaries to manage digital
assets in accordance with the user’s estate plan, while protecting a user’s private communications
from unwarranted disclosure.

o  Revised UFADAA gives internet users control. Revised UFADAA allows users to specify
whether their digital assets should be preserved, distributed to heirs, or destroyed.

o Revised UFADAA provides efficient uniformity for all concerned. Digital assets travel
across state lines nearly instantaneously. In our modern mobile society, people relocate
more often than ever, Because state law governs fiduciaries, a uniform law ensures that
fiduciaries in every state will have equal access to digital agsets and custodians will have a
single legal standard with which to comply.

o  Revised UFADAA respects privacy interests. Private communications like email and
social media conversations are protected by federal privacy law. Revised UFADAA
prevents the companies that store our commumnications from releasing them to fiduciaries
unless the user consented fo disclosure.

o Revised UFADAA addresses four common types of fiduciaries. Revised UFADAA

provides appropriate default rules governing access to digital assets for executors of a
decedent’s estate, agents under a power of attorney, conservators, and trustees.

o Revised UFADAA works hand-in-hand with federal and state law. Under Revised
UFADAA, fiduciaries must provide proof of their authority in the form of a certified
document. Custodians of digital assets that comply with a fiduciary’s apparently
authorized request for access are immune from any liability under statutes that prohibit
unanthorized access. A fiduciary’s authority over digital assets is limited by federal law,
including the Copyright Act and the Electronic Communications Privacy Act.

For further information about Revised UFADAA, please contact ULC Chief Counsel Benjamin
Orzeske at (312) 450-6621 or borzeske@uniformlaws.org.

The ULC is a nonprofit farmed in 1892 to creata nonpartisan state legisiation. Over 350 volunteer commissioners—lawyers,
judges, law professors, legislative staff, and others—work togathaer to draft laws ranging from the Uniform Commercial Coda to
acls on property, trusts and estates, family law, criminal law and other areas whare uniformily of state law is desirabla.



October 12,2015

Uniform Law Commission
111 N. Wabash Avenue
Suite 1010

Chicago, Illinois 60602

Dear Uniform Law Commission:

Facebook appreciates the work of the ULC commissioners and staff in crafting a uniform
act — the Revised Uniform Fiduciary Access to Digital Assets Act (“RUFADAA™) —
which we believe creates a reasonable compromise regarding disposition of digital
accounts upon death or incapacitation. We support the enactment of RUFADAA by state
legislatures.

Recognizing that this is a sensitive issue involving an extremely complicated legal
landscape and each state must conform RUFADAA to its own statutes, we will need to
review proposed bills individually before determining our position, Uniformity in state
law on this issue is important to Facebook and we are unlikely to support language that
materially differs from RUFADAA.

Again, we appreciate the hard work of the ULC on this issue,

Sincerely,

DS

Dan Sachs
Manager, State Policy
Facebook, Inc.

1 Hacker Way

Menlo Park, CA 94028
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OFFICE OF THE VICE SPEAKER
THERESE M. TERLAJE
Chairperson of the Committee
On Culture and Justice

COMMITTEE REPORT DIGEST

Bill No. 82-34 (COR) — As Amended by Committee on Culture and Justice — An Act to Add
Chapter 50 to Title 15, Guam Code Annotated, Relative to Fiduciary Access to Digital Assets

I. OVERVIEW

Bill No. 82-34 (COR) was introduced by Senator Mary C. Torres on April 28, 2017, and referred
to Committee on Culture and Justice on May 1, 2017.

The Committee on Culture and Justice convened a public hearing on Thursday, May 11, 2017,
beginning at 10:00 a.m. in the Guam Congress Building’s Public Hearing Room. The hearing for
Bill No. 82-34 (COR) began at 10:15 a.m. and concluded at 10:33 a.m.

Public Notice Requirements.

Notices for this public hearing were disseminated via email to all senators and all main media
broadcasting outlets on May 4, 2017 and again on May 9, 2017. The notice was also published in
the Guam Daily Post on May 5, 2017 and in the Pacific Daily News on May 10, 2017 and May
11, 2017.

Notices were also sent individually to the Attorney General, the Judiciary, the Legal Services
Corporation, the Guam Bar Association, and the Guam Family Law Offices.

Senators Present
Vice Speaker Therese M. Terlaje, Chairperson
Senator Mary C. Torres
Senator Régine Biscoe Lee

Appeared Before the Commiitee
None

Submitted Written Testimony
None

Guam Congress Building, 163 Chalan Santo Papa, Hagatfia, Guam 96910
T:(671) 472-3586 | F:(671)472-3589 | Email: senatorterlajeguam@gmail.com
www.senatorterlaje.com
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II. SUMMARY OF TESTIMONY & DISCUSSION

Chairperson of the Committee on Culture and Justice called the public hearing to order on
Thursday, May 11, 2017, at 10:15 a.m. Bill No. 82-34 (COR) was the only item on the
Agenda.

Chairperson Terlaje:

Good morning everybody. This public hearing is now called to order. It’s Thursday,
May 11, at 10:15 AM. On today’s agenda we have two (2) Bills: Bill No. 82-34 (COR)
as introduced by Senator M.C. Toires, An Act to add Chapter 8 to Division 1 of Title 15,
Guam Code Annotated, relative to Fiduciary Access to Digital Assets. We're also
including in this public hearing an amendment to that Bill which is to change the chapter
number to chapter fifty (50). We wanted to make sure that everybody had public notice
of that. Notices for this public hearing were disseminated via email to all senators and all
main media broadcasting outlets on May 4, 2017 and again on May 9, 2017. The notice
was also published in the Guam Daily Post on May 5, 2017 and in the Pacific Daily
News on May 10, 2017 and May 11, 2017. I'd like to thank my colleagues Senator
Torres and Senator Regine Biscoe Lee for attending this morning. I’d like to ask Senator
Torres to please introduce Bill No. 82-34.

Senator Mary C. Torres:

Thank you Madam Chair. Bill No. §2-34 is an act to add Chapter 50 to title 15, Guam
Code Annotated, relative to Fiduciary Access to Digital Assets. Chapter 15, by the way,
is the estates and probate section of the Guam Code Annotated. This bill was introduced
because we believe that the revised Uniform Fiduciary Access to Digital Assets Act is
necessary to modernize Guam’s fiduciary law in the internet age. Fiduciaries are the
people we appoint to manage our properties when we die or when we lose the capacity
to manage it ourselves. The gist of the bill is that we once lived in a tangible world of
paper trails and now our everyday lives are mostly operated by digital assets. They drive
how we interact with others socially or conduct our business. As technology continues to
advance and become a larger part of our personal lives, many of us find that we have
increasing numbers of digital assets. These assets include any electronic record to which
an individual has a right or interest such as media accounts, emails, photographs, or any
documents. Just think about the collection of documents that we personally have stored
in the cloud, the emails and text messages in our servers, or the photographs we upload
to websites. For many of us, our tax returns, our bank statements, our music collections,
our books, our utility bills, and other bills we have to pay exist only in the electronic
record form.

We also are aware that cyber security has resulted in many measures that have been put
in place to safeguard our digital information from falling into the hands of people that
are not authorized. When we need someone to handle our digital accounts and
information, all of those safeguards and privacy measures that we put in place when we
are alive and of sound mind and body, are suddenly working against us if we die or are

Guam Ceongress Building, 163 Chalan Santo Papa, Hagatfia, Guam 96910
T: (671) 472-3586 | F:{671)472-3589 | Email: senatorterlajeguam@gmail.com
www.senatorterlaje.com




Committee on Culture and Justice
Committee Report Digest for Bill No. 8§2-34 (COR), As Amended

Page 3 of 6

incapacitated. Many of these terms of service agreements, as well as federal and state
laws, do not contemplate the death or incapacity that may prevent access to digital
assets. This is where the catch-22 comes in. We have some congressional acts such as
the Historic Communication Act, which addresses the privacy and use of our home
computers. This Historic Communication Act creates privacy rights to protect the
contents of our electronic communications and governs the conduct of our custodians;
which are the companies that store the electronic communications. Many times these
inherent privacy acts prohibit such custodians from voluntarily disclosing a user’s
content to the government or any person or entity unless an exception exists under this
Historic Communications Act.

There are also instances where the fine print in the online server’s terms of service
agreement prohibits third party access which would include a fiduciary accessing and
account because it exceeded the authorized access limits. Under this fraud and abuse act,
which is a federal anti-hacking act, just accessing this would be a crime. To help address
this problem, I introduced Bill 82-34 which is the revised Uniform Fiduciary Access to
Digital Assets Act. It establishes the standards for the handling individual’s digital assets
upon their death. It provides the legal authority for fiduciaries to manage their digital
assets in accordance a person’s estate plans while protecting the user’s private
communications from unwarranted disclosure. There are many components of this Act
that work to the favor of people that have concerns over how their digital assets are
going to be managed or how it will pass upon their death. There are times where there
are some things we don’t want to be passed on, say we’re incapacitated, we want to
ensure privacy.

This bill also empowers individuals to allow them to specify whether they want certain
assets to be preserved, distributed to the heirs, or destroyed. This act creates uniformity
even as our digital access travels across state lines as we move. It ensures that fiduciaries
in every state will have equal acts as to the assets; custodians will have a single legal
standard to comply. That’s the importance of having this uniform law. This one standard
will be the standard no matter where the application of your desires should fall. It does
not, in any way, infringe on our privacy rights as individuals to dictate how we want our
assets to be distributed or disclosed. Madam Chair that is the gist of the bill. It’s a
uniform bill that has been adopted in thirty (30) states so far. In this digital age, the idea
and objective is to have jurisdictions adopt this standard and uniform act so that people
that are dealing with the States, either upon their death or in the event they are
incapacitated, can have their matters dealt with and not find themselves in a very bad
sttuation. Situations such as bank accounts that cannot be accessed because of privacy
rights or if you wanted your children to inherit personal memorabilia; those things can
also be passed on. It not only addresses some of your business and financial type of
information but it also includes some of those nostalgic things that have a lot of value to
people when they pass on. Thank you Madam Chair.

Chairperson Terlaje:
Thank you very much Senator Torres. There is no one who signed up to testify at this
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time but the committee will continue to accept testimonies for ten (10) days following
this hearing. You can submit that by email to senatorterlajeguam@gmail.com. Senator
Biscoe Lee did you have any comments or questions?

Senator Regine Biscoe Lee:

Thank you Madam Chair and thank you Senator Torres. Just two (2) questions regarding
the bill. I wanted to know if you could just walk us through how it might work so if
somebody in my family passed away, is there a requirement for written authorization for
them to be covered? Let’s say they name me as the fiduciary. I would have access to
their digital assets but only if I'm named in their will or they have to explicitly say that I
have access?

Senator Mary C. Torres:

What it does is this bill applies to a fiduciary acting under a will or a power of attorney
executed before the effective date of this act. It also applies to a personal representative
acting for the diseased who died before or after this, a guardian preceding that
commenced before or after the date, or a trustee acting under a trust created before or
after this act. These are the people that have a valid and legal cause to act on your
behalf. It also applies to custodians if you reside on Guam or if you resided on Guam at
the time of your death. It doesn’t apply to digital assets of an employer that are used by
an employee in this. Generally, the way that it works is you have the right to express
your desires for the disposition of your digital assets. This type of law would be
recognized by companies like Google, Facebook, or a bank that has custody of your
accounts, It would supersede those federal laws that are in place right now that prohibit
anybody but you from accessing it. The idea is to express the desire for how you would
like things to be handled when you die or when you can’t act for yourseif.

Senator Regine Biscoe Lee:

Thank you so much for that clarification. One last question: in the event that someone
fraudulently claimed to be a fiduciary and was somehow granted access to the digital
assets, maybe tampered with them or deleted information, is it explicit in the law that
there would be penalties or are the penalties already associated with crimes of that
nature?

Senator Mary C. Torres:

My understanding is that the fiduciary would have to pass certain qualifications for them
to be lawfully recognized as a fiduciary, custodian, or agent. It’s not as easy as
somebody saying “here I am, and do this for me”; there are legal tools in place that
would determine who is a qualified and a legally recognized agent for you. Those would
involve legal instruments like a will that is in probate, a valid power of attorney that is
recognized by the coutts, or a legal custody act that’s determined by the courts. It’s not
as easy as that. You have to understand that this does not supersede, necessarily, the
terms that are secured by law but it does allow an exception where there is an express
designation by the person. This is a uniform law that was created by the Uniform Law
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Commission and was revised after there were some concerns about those agents that
were controlling that. It did pass the muster for fraud and unforeseen types of activities.
It’s also important to know when adopting this law that it conforms to the model
legislation. It’s not as effective or will not be as easily recognized by other states if it
does not have the exact same terms and conditions. That is what we aimed to do.

Senator Regine Biscoe Lee:
Thank you and Madam Chair I just wanted to request if there have been any letters of
support or in opposition to this legislation?

Chairperson Terlaje:
I haven’t received any today.

Senator Regine Biscoe Lee:
Thank you, thank you both.

Chairperson Terlaje:

I want to thank the sponsor of this Bill; I think it brings to light the need for people to
plan. This Bill will remind us all to make these types of long plans for ourselves and our
loved ones so that we can take care of these digital assets. I agree with the sponsor that
they are very valuable in our current culture and that the act is a Uniform Act. It’s been
endorsed by Google and Facebook because they agree to comply with our state laws. [
agree with the sponsor that it has protections in here; of course there are already existing
laws that make it illegal to do otherwise. The exceptions are very limited and so the
custodians may need to obtain court orders if they don’t have any of the other
requirements necessary to prove that you are the new custodian or the representative.

I would like to thank each and every one of you for your testimonies this morning. I'm
going to correct my earlier statement and say that I will only accept testimonies until
Monday at noon because committee reports are due on May 15. In order to get this Bill
on the next session I would like to have the committee report done by that day. I will be
accepting at senatorterlajeguam @gmail.com until noon on Monday, May 15. This
concludes the testimonies on Bill No. 82-34 (COR). There being no additional
individuals to present further testimony, his Committee will continue to remain open for
time I said earlier. You may also submit testimony to the mail room of the Guam
Legislature. Thank you very much. Si Yu’os Ma’ase’ for your presence and public
testimony this morning. The public hearing is now adjourned; time is 10:33 AM. Thank
you very much.

III. FINDINGS AND RECOMMENDATIONS

The Committee on Culture and Justice has amended Bill No. 82-34 (COR) with minor
technical formatting revisions and by changing the chapter number that the bill would
add to Title 15 from Chapter 8 to Chapter 50.
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The Committee on Culture and Justice, hereby reports out Bill No. 82-34 (COR), As
Amended by the Committee on Culture and Justice, with the recommendation

TO Do FPASS
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Bill No.Z- 34 (COR)

Introduced by: Mary Camacho Torres ﬂl{(

AN ACT TO ADD CHAPTER 8 TO DIVISION 1 OF TITLE 15, GUAM

CODE ANNOTATID, RELATIVE TO FIDUCIARY ACCESS TO
DIGITAL ASSETS

BE IT ENACTED BY THE PEOPLE OF GUAM:

Section 1. LEGISLATIVE FINDINGS AND INTENT. 7 Lileslaturan
Gudahan finds that the Revised Uniform Fiduciary Access to Digital Assets Act
(Revised UFADAA) is necessary to modernize Guam fiduciary law for the internet
age. Fiduciaries are the people appointed to manage our property when we die or
lose the capacity to manage it ourselves. Nearly everyone today has digital assets,
such as documents, photographs, email, and social media accounts, and fiduciaries

are often prevented from accessing those accounts by password protection or
restrictive terms of service. Digital assets may have real value, both monetary and
sentimental, but they also present unique privacy concerns. UFADAA provides
legal authority for fiduciaries to manage digital assets in accordance with the user’s

estate plan, while protecting a user’s private communications from unwarranted

disclosure.
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This bill:

(1) Empowers Individuals. Users can specify whether their digital assets should be

preserved, distributed to heirs, or destroyed.

(2) Creates uniformity. Digital assets travel across state lines nearly
instantaneously. In our modern mobile society, people relocate more often than
ever. Because state law governs fiduciaries, a uniform law ensures that fiduciaries
in every state will have equal access to digital assets and custodians will have a
single legal standard with which to comply.

(3) Respects privacy interests. This bill prevents the companies that store our
communications from releasing them to fiduciaries unless the user consented to
disclosure.
(4) Addresses four common types of fiduciaries. This bill provides appropriate
default rules for executors of a decedent’s estate, agents under a power of attorney,
Guardians, and trustees.
(5) Complies with federal laws. Under this bill, fiduciaries must provide proof of
their authority in the form of a certified document. Custodians of digital assets that
comply with a fiduciary’s apparently authorized request for access are immune
from any liability under statutes that prohibit unauthorized access. A fiduciary’s
authority over digital assets is limited by federal law, including the Copyright Act
and the Electronic Communications Privacy Act.

Section 2. A new Chapter 8 is hereby added to Division 1 of Title 15,
Guam Annotated Code, to read as follows:

“CHAPTER 8



REVISED UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS
ACT (2015)
§ 8101. Short Title.
§ 8102. Definitions.
§ 8103. Applicability.
§ 8104. User Direction for Disclosure of Digital Assets.

§ 8105. Terms of Service Agreement
§ 8106. Procedure for Disclosing Digital Assets

§ 8107. Disclosure of Content of Electronic Communications of
Deceased User.

§ 8108. Disclosure of Other Digital Assets of Deceased User

§ 8109. Disclosure of Content of Electronic Communications of
Principal
§ 8110. Disclosure of Other Digital Assets of Principal

§ 8111. Disclosure of Digital Assets Held in Trust when Trustee
is Original User

§ 8112. Disclosure of Digital Assets Held in Trust when Trustee
is Not Original User

§ 8113. Disclosure of Other Digital Assets Held in Trust When
Trustee Not Original User

§ 8114. Disclosure of Digital of Digital Assets to
Guardian of Ward.,

§ 8115.  Fiduciary Duty and Authority
§ 8116. Custodian Compliance and Immunity

§ 8117. Uniformity of Application and Construction



§ 8118. Relation to Electronic Signatures in Global and National
Commerce Act.

§ 8019. Severability.

§ 8101. Short Title. §§8102 through 8118, inclusive, of this Act
shall be known and may be cited as the “Revised Uniform Fiduciary Access
to Digital Assets Act (2015)”.

§ 8102. Definitions. In this act:

(1) “Account” means an arrangement under a terms-of-service agreement in
which a custodian carries, maintains, processes, receives, or stores a digital asset of
the user or provides goods or services to the user.

(2) “Agent” means an attorney-in-fact granted authority under a durable or
nondurable power of attorey.

(3) “Carries” means engages in the transmission of an electronic
communication.

(4) “Catalogue of electronic communications” means information that
identifies each person with which a user has had an electronic communication, the
time and date of the communication, and the electronic address of the person.

(5) “Content of an electronic communication” means information
concerning the substance or meaning of the communication which:
(A) has been sent or received by a user;

(B) is in electronic storage by a custodian providing an



electronic-communication service to the public or is carried or maintained by a
custodian providing a remote-computing service to the public; and
(C) is not readily accessible to the public.

(6) “Court” means the Superior Court of Guam or any other Guam court of
competent jurisdiction.

(7) “Custodian” means a person that carries, maintains, processes, receives,
or stores a digital asset of a user.

(8) “Designated recipient” means a person chosen by a user using an online
tool to administer digital assets of the user.

(9) “Digital asset” means an electronic record in which an individual has a
right or interest. The term does not include an underlying asset or liability unless
the asset or liability is itself an electronic record.

(10) “Electronic” means relating to technology having electrical, digital,
magnetic, wireless, optical, electromagnetic, or similar capabilities.

(11) “Electronic communication” has the meaning set forth in 18 U.S.C.

Section 2510(12) as amended.

(12) “Electronic-communication service” means a custodian that provides to
a user the ability to send or receive an electronic communication.
(13) “Fiduciary” means an original, additional, or successor personal

representative, guardian, agent, or trustee.



(14) “Guardian” means a person appointed by a court to manage the estate of
a living individual. The term includes a limited guardian.

(15) “Information” means data, text, images, videos, sounds, codes,
computer programs, software, databases, or the like.

(16) “Online tool” means an electronic service provided by a custodian that
allows the user, in an agreement distinct from the terms-of-service agreement
between the custodian and user, to provide directions for disclosure or
nondisclosure of digital assets to a third person.

(17) “Person” means an individual, estate, business or nonprofit entity,
public corporation, government or governmental subdivision, agency, or
instrumentality, or other legal entity.

(18) “Personal representative” means an executor, administrator, special
administrator, or person that performs substantially the same function under law of
this state other than this act.

(19) “Power of attorney” means a record that grants an agent authority to act
in the place of a principal.

(20) “Principal” means an individual who grants authority to an agent in a
power of attorney.

(21) “Record” means information that is inscribed on a tangible medium or

that is stored in an electronic or other medium and is retrievable in perceivable



form.

(22) “Remote~-computing service” means a custodian that provides to a user
computer-processing services or the storage of digital assets by means of an
electronic communications system, as defined in 18 U.S.C. Section 2510(14), as
amended.

(23) “Terms-of-service agreement” means an agreement that controls the
relationship between a user and a custodian.

(24) “Trustee” means a fiduciary with legal title to property under an
agreement or declaration that creates a beneficial interest in another. The term
includes a successor trustee.

(25) “User” means a person that has an account with a custodian.

(26) “Ward” means an individual for whom a Guardian has been appointed.
The term includes an individual for whom an application for the appointment of a
Guardian is pending,.

(27) “Will” includes a codicil, testamentary instrument that only appoints an

executor, and instrument that revokes or revises a testamentary instrument.,

§8103. Applicability.
(a) This act applies to:
(1) a fiduciary acting under a will or power of attorney executed

before, on, or after the effective date of this act;



(2) a personal representative acting for a decedent who died before,
on, or after the effective date of this act;

(3) a Guardianship proceeding commenced before, on, or after the
effective date of this act; and

(4) a trustee acting under a trust created before, on, or afier the
effective date of this act.

(b) This act applies to a custodian if the user resides in Guam or resided in
this Guam at the time of the user’s death.

(c) This act does not apply to a digital asset of an employer used by an
employee in the ordinary course of the employer’s business.

§8104. User Direction For Disclosure of Digital Assets.

(2) A user may use an online tool to direct the custodian to disclose to a
designated recipient or not to disclose some or all of the user’s digital assets,
inchuding the content of electronic communications. If the online tool allows the
user to modify or delete a direction at all times, a direction regarding disclosure
using an online tool overrides a contrary direction by the user in a will, trust, power
of attorney, or other record.

{(b) If a user has not used an online tool to give direction under subsection (a)
or if the custodian has not provided an online tool, the user may allow or prohibit

in a will, trust, power of attorney, or other record, disclosure to a fiduciary of some



or all of the user’s digital assets, including the content of electronic
communications sent or received by the user.

(c) A user’s direction under subsection (a) or (b) overrides a contrary
provision in a terms-of-service agreement that does not require the user to act
affirmatively and distinctly from the user’s assent to the terms of service.

§8105. Terms-of-Service Agreement

(a) This act does not change or impair a right of a custodian or a user under a
terms-of-service agreement to access and use digital assets of the user.

(b) This act does not give a fiduciary or designated recipient any new or
expanded rights other than those held by the user for whom, or for whose estate,
the fiduciary or designated recipient acts or represents.

(¢) A fiduciary’s or designated recipient’s access to digital assets may be
modified or eliminated by a user, by federal law, or by a terms-of-service
agreement if the user has not provided direction under §8104.

§8106. Procedure of Disclosing Digital Assets

(a) When disclosing digital assets of a user under this act, the custodian may
at its sole discretion:

(1) grant a fiduciary or designated recipient full access to the user’s

account;

(2) grant a fiduciary or designated recipient partial access to the user’s



account sufficient to perform the tasks with which the fiduciary or designated
recipient is charged; or
(3) provide a fiduciary or designated recipient a copy in a record of
any digital asset that, on the date the custodian received the request for disclosure,
the user could have accessed if the user were alive and had full capacity and access
to the account.
(b) A custodian may assess a reasonable administrative charge for the cost of
disclosing digital assets under this {act].
(¢) A custodian need not disclose under this [act] a digital asset deleted by a
user.
(d) If a user directs or a fiduciary requests a custodian to disclose under this
[act] some, but not all, of the user’s digital assets, the custodian need not disclose
the assets if segregation of the assets would impose an undue burden on the
custodian. If the custodian believes the direction or request imposes an undue
burden, the custodian or fiduciary may seek an order from the court to disclose:
(1) a subset limited by date of the user’s digital assets;
(2) all of the user’s digital assets to the fiduciary ot designated
recipient;
(3) none of the user’s digital assets; or

(4) all of the user’s digital assets to the court for review in camera.
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§ 8107. Disclosure of Content of Klectronic Communications of
Deceased User. If a deceased user consented or a court directs disclosure of the
contents of electronic communications of the user, the custodian shall disclose to
the personal representative of the estate of the user the content of an electronic
communication sent or received by the user if the representative gives the
custodian:

(1) a written request for disclosure in physical or electronic form;

(2) a certified copy of the death certificate of the user;

(3) a certified copy of the letter of appointment of the representative or a
small-estate affidavit or court order;

(4) unless the user provided direction using an online tool, a copy of the
user’s will, trust, power of attorney, or other record evidencing the user’s consent
to disclosure of the content of electronic communications; and

(5) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the user’s account;
(B) evidence linking the account to the user; or
(C) a finding by the court that:
(1) the user had a specific account with the custodian,

identifiable by the information specified in subparagraph (A);
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(i) disclosure of the content of electronic communications of
the user would not violate 18 U.S.C. Section 2701 et seq., as amended, 47 U.S.C.
Section 222, as amended, or other applicable law;
(iii) unless the user provided direction using an online tool, the
user consented to disclosure of the content of electronic communications; or
(iv) disclosure of the content of electronic communications of
the user is reasonably necessary for administration of the estate.
§8108. Disclosure of Other Digital Assets of Deceased User. Unless the
user prohibited disclosure of digital assets or the court directs otherwise, a
custodian shall disclose to the personal representative of the estate of a deceased
user a catalogue of electronic communications sent or received by the user and
digital assets, other than the content of electronic communications, of the user, if
the representative gives the custodian:
(1) a written request for disclosure in physical or electronic form;
(2) a certified copy of the death certificate of the user;
(3) a certified copy of the letter of appointment of the representative or a
small-estate affidavit or court order; and
(4) if requested by the custodian:
(A) a number, username, address, or other unique subscriber or

account identifier assigned by the custodian to identify the user’s account;
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(B) evidence linking the account to the user;
(C) an affidavit stating that disclosure of the user’s digital assets is
reasonably necessary for administration of the estate; or
(D) a finding by the court that:
(1) the user had a specific account with the custodian,
identifiable by the information specified in subparagraph (A); or
(ii) disclosure of the user’s digital assets is reasonably
necessary for administration of the estate,

§8109. Disclosures of Content of Electronic Communications of
Principal. To the extent a power of attorney expressly grants an agent authority
over the content of electronic communications sent or received by the principal and
unless directed otherwise by the principal or the court, a custodian shall disclose to
the agent the content if the agent gives the custodian:

(1) a written request for disclosure in physical or electronic form;

(2) an original or copy of the power of attorney expressly granting the agent
authority over the content of electronic communications of the principal;

(3) a certification by the agent, under penalty of perjury, that the power of
attorney is in effect; and

(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or

13



account identifier assigned by the custodian to identify the principal’s account; or
(B) evidence linking the account to the principal.

§8010. Disclosure of Other Digital Assets of Principal. Unless otherwise
ordered by the court, directed by the principal, or provided by a power of attorney,
a custodian shall disclose to an agent with specific authority over digital assets or
general authority to act on behalf of a principal a catalogue of electronic
communications sent or received by the principal and digital assets, other than the
content of electronic communications, of the principal if the agent gives the
custodian:

(1) a written request for disclosure in physical or electronic form;

(2) an original or a copy of the power of attorney that gives the agent
specific authority over digital assets or general authority to act on behalf of the
principal;

(3) a certification by the agent, under penalty of perjury, that the power of
attorney is in effect; and

(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the principal’s account; or

(B) evidence linking the account to the principal.

§8011. Disclosure of Digital Assets Held in Trust When Trustee is
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Original User. Unless otherwise ordered by the court or provided in a trust, a
custodian shall disclose to a trustee that is an original user of an account any digital
asset of the account held in trust, including a catalogue of electronic
communications of the trustee and the content of electronic communications,

§8012. Disclosure of Contents of Electronic Communications Held In
Trust When Trustee Not Original User. Unless otherwise ordered by the court,
directed by the user, or provided in a trust, a custodian shall disclose to a trustee
that is not an original user of an account the content of an electronic
communication sent or received by an original or successor user and carried,
maintained, processed, received, or stored by the custodian in the account of the
trust if the trustee gives the custodian:

(1) a written request for disclosure in physical or electronic form;

(2) a certified copy of the trust instrument[ or a certification of the trust
under [cite trust-certification statute, such as Uniform Trust Code Section 1013]]
that includes consent to disclosure of the content of electronic communications to
the trustee;

(3) a certification by the trustee, under penalty of perjury, that the trust exists
and the trustee is a currently acting trustee of the trust; and

(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or

15



account identifier assigned by the custodian to identify the trust’s account; or
(B) evidence linking the account to the trust.
§8013. Disclosure of Other Digital Assets Held in Trust When Trustee
Not Original User. Unless otherwise ordered by the court, directed by the user, or
provided in a trust, a custodian shall disclose, to a trustee that is not an original
user of an account, a catalogue of electronic communications sent or received by
an original or successor user and stored, carried, or maintained by the custodian in
an account of the trust and any digital assets, other than the content of electronic
communications, in which the trust has a right or interest if the trustee gives the
custodian:
(1) a written request for disclosure in physical or electronic form;
(2) a certified copy of the trust instrument| or a cettification of the trust
under [cite trust-certification statute, such as Uniform Trust Code Section 1013]];
(3) a certification by the trustee, under penalty of perjury, that the trust exists
and the trustee is a currently acting trustee of the trust; and
(4) if requested by the custodian;
(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the trust’s account; or

(B) evidence linking the account to the trust.
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§8014, Disclosure of Digital Assets to Guardian of Ward.

(a) After an opportunity for a hearing under Division 4 of Title 15 of the
Guam Code Annotated , the court may grant a Guardian access to the digital assets
of a ward.

(b) Unless otherwise ordered by the court or directed by the user, a custodian
shall disclose to a Guardian the catalogue of electronic communications sent or
received by a ward and any digital assets, other than the content of electronic
communications, in which the ward has a right or interest if the Guardian gives the
custodian:

(1) a written request for disclosure in physical or electronic form;
(2) a certified copy of the court order that gives the Guardian authority
over the digital assets of the ward; and
(3) if requested by the custodian:
(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the account of the ward; or
(B) evidence linking the account to the ward.

(¢) A Guardian with general authority to manage the assets of a ward may
request a custodian of the digital assets of the ward to suspend or terminate an
account of the ward for good cause. A request made under this section must be

accompanied by a certified copy of the court order giving the Guardian authority
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over the ward’s property.

§8015. Fiduciary Duty and Authority

(a) The legal duties imposed on a fiduciary charged with managing tangible
property apply to the management of digital assets, including:

(1) the duty of care;
(2) the duty of loyalty; and
(3) the duty of confidentiality.

(b) A fiduciary’s or designated recipient’s authority with respect to a digital
asset of a user:

(1) except as otherwise provided in Section 4, is subject to the
applicable terms of service;

(2) is subject to other applicable law, including copyright law;

(3) in the case of a fiduciary, is limited by the scope of the fiduciary’s
duties; and

(4) may not be used to impersonate the user.

(c) A fiduciary with authority over the property of a decedent, ward,
principal, or settlor has the right to access any digital asset in which the decedent,
ward, principal, or settlor had a right or interest and that is not held by a custodian
or subject to a terms-of-service agreement.

(d) A fiduciary acting within the scope of the fiduciary’s duties is an

18



authorized user of the property of the decedent, ward, principal, or settlor for the
purpose of applicable computer-fraud and unauthorized-computer-access laws,
including applicable sections of Chapter 46 of Title 9, Guam Code Annotated.

(e) A fiduciary with authority over the tangible, personal property of a
decedent, ward, principal, or settlor:

(1) has the right to access the property and any digital asset stored in
it; and

(2) is an authorized user for the purpose of computer-fraud and
unauthorized-computer-access laws, including applicable sections of Chapter 46 of
Title 9, Guam Code Annotated.

(f) A custodian may disclose information in an account to a fiduciary of the
user when the information is required to terminate an account used to access digital
assets licensed to the user.

(g) A fiduciary of a user may request a custodian to terminate the user’s
account. A request for termination must be in writing, in either physical or
electronic form, and accompanied by:

(1) if the user is deceased, a [certified] copy of the death certificate of
the user;
(2) a [certified] copy of the [letter of appointment of the representative

or a small-estate affidavit or court order,} court order, power of attorney, or frust
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giving the fiduciary authority over the account; and
(3) if requested by the custodian:
(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the user’s account;
(B) evidence linking the account to the user; or
(C) a finding by the court that the user had a specific account
with the custodian, identifiable by the information specified in subparagraph (A).
§8016. Custodian Compliance and Immunity.
(a) Not later than 60 days after receipt of the information required under §§
8007 through 8015, a custodian shall comply with a request under this act from a
fiduciary or designated recipient to disclose digital assets or terminate an account.
If the custodian fails to comply, the fiduciary or designated recipient may apply to
the court for an order directing compliance.

(b) An order under subsection (a) directing compliance must contain a
finding that compliance is not in violation of 18 U.S.C. Section 2702, as amended.
(c) A custodian may notify the user that a request for disclosure or to

terminate an account was made under this act.
(d) A custodian may deny a request under this act from a fiduciary or
designated recipient for disclosure of digital assets or to terminate an account if the

custodian is aware of any lawful access to the account following the receipt of the
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fiduciary’s request.

(e) This act does not limit a custodian’s ability to obtain or require a
fiduciary or designated recipient requesting disclosure or termination under this act
to obtain a court order which:

(1) specifies that an account belongs to the ward or principal;

(2) specifies that there is sufficient consent from the ward or principal
to support the requested disclosure; and

(3) contains a finding required by law other than this act.

(D) A custodian and its officers, employees, and agents are immune from
liability for an act or omission done in good faith in compliance with this act.

§8017. Uniformity of Application and Construction. In applying and
construing this uniform act, consideration must be given to the need to promote
uniformity of the law with respect to its subject matter among states that enact it,

§8018. Relation to Electronic Signature in Global and National
Commerce Act. This act modifies, limits, or supersedes the Electronic Signatures
in Global and National Commerce Act, 15 U.S.C. Section 7001 et seq., but does
not modify, limit, or supersede Section 101{c) of that act, 15 U.S.C.

Section 7001(c), or authorize electronic delivery of any of the notices described in
Section 103(b) of that act, 15 U.S.C. Section 7003(b).

§8019. Severability. If any provision of this Act or the application of any
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such provision to any person or circumstance should be held invalid by a court of
competent jurisdiction, the remainder of this Act or the application of its provisions
to petrsons or circumstances other than those to which it is held invalid skall not be

affected thereby.
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2017 (FIRST) Regular Session

Bill No. 82-34 (COR)

As Amended by the Committee on Culture and Justice.

Introduced by: Mary Camacho Torres

AN ACT TO ADD CHAPTER 50 TO TITLE 15, GUAM

CODE ANNOTATED, RELATIVE TO FIDUCIARY

ACCESS TO DIGITAL ASSETS

BE IT ENACTED BY THE PEOPLE OF GUAM:

Section 1. Legislative Finding and Intent. [ Liheslaturan Gudhan finds
that the Revised Uniform Fiduciary Access to Digital Assets Act (Revised
UFADAA) is necessary to modernize Guam fiduciary law for the internet age.
Fiduciaries are the people appointed to manage our property when we die or lose the
capacity to manage it ourselves. Nearly everyone today has digital assets, such as
documents, photographs, email, and social media accounts, and fiduciaries are often
prevented from accessing those accounts by password protection or restrictive terms
of service. Digital assets may have real value, both monetary and sentimental, but
they also present unique privacy concerns. UFADAA provides legal authority for
fiduciaries to manage digital assets in accordance with the user’s estate plan, while
protecting a user’s private communications from unwarranted disclosure.

This bill:

(1) Empowers Individuals. Users can specify whether their digital assets should be
preserved, distributed to heirs, or destroyed.

(2) Creates uniformity. Digital assets travel across state lines nearly instantaneously.

In our modern mobile society, people relocate more often than ever. Because state
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law governs fiduciaries, a uniform law ensures that fiduciaries in every state will
have equal access to digital assets and custodians will have a single legal standard
with which to comply.
(3) Respects privacy interests. This bill prevents the companies that store our
communications from releasing them to fiduciaries unless the user consented to
disclosure.
(4) Addresses four common types of fiduciaries. This bill provides appropriate
default rules for executors of a decedent’s estate, agents under a power of attorney,
Guardians, and trustees.
(5) Complies with federal laws. Under this bill, fiduciaries must provide proof of
their authority in the form of a certified document. Custodians of digital assets that
comply with a fiduciary’s apparently authorized request for access are immune from
any liability under statutes that prohibit unauthorized access. A fiduciary’s authority
over digital assets is limited by federal law, including the Copyright Act and the
Electronic Communications Privacy Act.

Section 2. A new Chapter 50 is hereby added to Title 15, Guam Annotated
Code, to read as follows:

“Chapter 50
Revised Uniform Fiduciary Access to Digital Assets Act (2015)

§ 5001. Short Title.

§ 5002. Definitions.

§ 5003. Applicability.

§ 5004. User Direction for Disclosure of Digital Assets.

§ 5005. Terms of Service Agreement

§ 5006. Procedure for Disclosing Digital Assets

§ 5007. Disclosure of Content of Electronic Communications of

Deceased User.
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§ 5008.
§ 5009.

§ 5010.
§ 5011.

§ 5012.
§ 5013.
§ 5014.
§ 5015.
§ 5016.
§ 5017.

§ 5018.

§ 5019.

§ 5001

Disclosure of Other Digital Assets of Deceased User
Disclosure of Content of Electronic Communications of
Principal
Disclosure of Other Digital Assets of Principal
Disclosure of Digital Assets Held in Trust when Trustee
is Original User
Disclosure of Digital Assets Held in Trust when Trustee
is Not Original User
Disclosure of Other Digital Assets Held in Trust When
Trustee Not Original User
Disclosure of Digital of Digital Assets to Guardian of Ward.
Fiduciary Duty and Authority
Custodian Compliance and Immunity
Uniformity of Application and Construction
Relation to Electronic Signatures in Global and National
Commerce Act.
Severability.
. Short Title. §§5002 through 5018, inclusive, of this Act shall be

known and may be cited as the “Revised Uniform Fiduciary Access to Digital
Assets Act (2015)”.
§ 5002. Definitions. In this act:

(1) “Account” means an arrangement under a terms-of-service

agreement in which a custodian carries, maintains, processes, receives, or

stores

a digital asset of the user or provides goods or services to the user.

(2) “Agent” means an attorney-in-fact granted authority under a durable

or nondurable power of attorney.
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(3) “Carries” means engages in the transmission of an electronic
communication.

(4) “Catalogue of electronic communications’ means information that
identifies each person with which a user has had an electronic
communication, the time and date of the communication, and the electronic
address of the person.

(5) “Content of an electronic communication” means information
concerning the substance or meaning of the communication which:

(A) has been sent or received by a user;

(B) 1s in electronic storage by a custodian providing an electronic
communication service to the public or is carried or maintained by a
custodian providing a remote computing service to the public; and

(C) is not readily accessible to the public.

(6) “Court” means the Superior Court of Guam or any other Guam court
of competent jurisdiction.

(7) “Custodian” means a person that carries, maintains, processes,
receives, or stores a digital asset of a user.

(8) “Designated recipient” means a person chosen by a user using an
online tool to administer digital assets of the user.

(9) “Digital asset” means an electronic record in which an individual
has a right or interest. The term does not include an underlying asset or
liability unless the asset or liability is itself an electronic record.

(10) “Electronic” means relating to technology having electrical,
digital, magnetic, wireless, optical, electromagnetic, or similar capabilities.

(11) “Electronic communication” has the meaning set forthin 18 U.S.C.

Section 2510(12) as amended.
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(12) “Electronic communication service” means a custodian that
provides to a user the ability to send or receive an electronic communication.

(13) “Fiduciary” means an original, additional, or successor personal
representative, guardian, agent, or {rustee.

(14) “Guardian” means a person appointed by a court to manage the
estate of a living individual. The term includes a limited guardian.

(15) “Information” means data, text, images, videos, sounds, codes,
computer programs, software, databases, or the like.

(16) “Online tool” means an electronic service provided by a custodian
that allows the user, in an agreement distinct from the terms-of-service
agreement between the custodian and user, to provide directions for
disclosure or nondisclosure of digital assets to a third person.

(17) “Person” means an individual, estate, business or nonprofit entity,
public corporation, government or governmental subdivision, agency, or
instrumentality, or other legal entity.

(18) “Personal representative” means an executor, administrator,
special administrator, or person that performs substantially the same function
under law of this state other than this act.

(19) “Power of attorney” means a record that grants an agent authority
to act in the place of a principal.

(20) “Principal” means an individual who grants authority to an agent
in a power of attorney.

(21) “Record” means information that is inscribed on a tangible
medium or that is stored in an electronic or other medium and is retrievable
in perceivable form.

(22) “Remote computing service” means a custodian that provides to a

user computer-processing services or the storage of digital assets by means
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of an electronic communications system, as defined in 18 U.S.C. Section
2510(14), as amended.

(23) “Terms of service agreement” means an agreement that controls
the relationship between a user and a custodian.

(24) “Trustee” means a fiduciary with legal title to property under an
agreement or declaration that creates a beneficial interest in another. The
term includes a successor trustee.

(25) “User” means a person that has an account with a custodian.

(26) “Ward” means an individual for whom a Guardian has been
appointed. The term includes an individual for whom an application for the
appointment of a Guardian is pending.

(27) “Will” includes a codicil, testamentary instrument that only
appoints an executor, and instrument that revokes or revises a testamentary
instrument.

§5003. Applicability.

(a) This act applies to:

(1) a fiduciary acting under a will or power of attorney executed
before, on, or after the effective date of this act;

(2) a personal representative acting for a decedent who died
before, on, or after the effective date of this act;

(3) a Guardianship proceeding commenced before, on, or after
the effective date of this act; and

(4) a trustee acting under a trust created before, on, or after the
effective date of this act.
(b) This act applies to a custodian if the user resides in Guam or resided

in this Guam at the time of the user’s death.
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(c) This act does not apply to a digital asset of an employer used by an
employee in the ordinary course of the employer’s business.
§5004. User Direction For Disclosure of Digital Assets.

(a) A user may use an online tool to direct the custodian to disclose to
a designated recipient or not to disclose some or all of the user’s digital assets,
including the content of electronic communications. If the online tool allows
the user to modify or delete a direction at all times, a direction regarding
disclosure using an online tool overrides a contrary direction by the user in a
will, trust, power of attorney, or other record.

(b) If a user has not used an online tool to give direction under
subsection (a) or if the custodian has not provided an online tool, the user
may allow or prohibit in a will, trust, power of attorney, or other record,
disclosure to a fiduciary of some or all of the user’s digital assets, including
the content of electronic communications sent or received by the user.

(c) A user’s direction under subsection (a) or (b) overrides a contrary
provision in a terms-of-service agreement that does not require the user to act
affirmatively and distinctly from the user’s assent to the terms of service.

§5005. Terms-of-Service Agreement

(a) This act does not change or impair a right of a custodian or a user
under a terms-of-service agreement to access and use digital assets of the
user.

(b) This act does not give a fiduciary or designated recipient any new
or expanded rights other than those held by the user for whom, or for whose
estate, the fiduciary or designated recipient acts or represents.

(c) A fiduciary’s or designated recipient’s access to digital assets may
be modified or eliminated by a user, by federal law, or by a terms-of-service

agreement if the user has not provided direction under §5004.



§5006. Procedure of Disclosing Digital Assets

(a) When disclosing digital assets of a user under this act, the custodian
may at its sole discretion:

(1) grant a fiduciary or designated recipient full access to the
user’s account;

(2) grant a fiduciary or designated recipient partial access to the
user’s account sufficient to perform the tasks with which the fiduciary
or designated recipient is charged; or

(3) provide a fiduciary or designated recipient a copy in a record
of any digital asset that, on the date the custodian received the request
for disclosure, the user could have accessed if the user were alive and
had full capacity and access to the account.

(b) A custodian may assess a reasonable administrative charge for the
cost of disclosing digital assets under this act.

(c) A custodian need not disclose under this act a digital asset deleted
by a user.

(d) If a user directs or a fiduciary requests a custodian to disclose under
this act some, but not all, of the user’s digital assets, the custodian need not
disclose the assets if segregation of the assets would impose an undue burden
on the custodian. If the custodian believes the direction or request imposes
an undue burden, the custodian or fiduciary may seek an order from the court
to disclose:

(1) a subset limited by date of the user’s digital assets;

(2) all of the user’s digital assets to the fiduciary or designated

recipient;

(3) none of the user’s digital assets; or
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(4) all of the user’s digital assets to the court for review in
camera.

§ 5007. Disclosure of Content of Electronic Communications of Deceased
User. If a deceased user consented or a court directs disclosure of the
contents of electronic communications of the user, the custodian shall
disclose to the personal representative of the estate of the user the content of
an electronic communication sent or received by the user if the representative
gives the custodian:

(1) a written request for disclosure in physical or electronic form;

(2) a certified copy of the death certificate of the user;

(3) a certified copy of the letter of appointment of the representative or
a small estate affidavit or court order;

(4) unless the user provided direction using an online tool, a copy of the
user’s will, trust, power of attorney, or other record evidencing the user’s
consent to disclosure of the content of electronic communications; and

(5) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the user’s
account;

(B) evidence linking the account to the user; or

(C) a finding by the court that:

(1) the user had a specific account with the custodian,

identifiable by the information specified in subparagraph (A);

(i1) disclosure of the content of electronic communications
of the user would not violate 18 U.S.C. Section 2701 et seq., as
amended, 47 U.S.C. Section 222, as amended, or other applicable

law;
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(i11) unless the user provided direction using an online tool,
the user consented to disclosure of the content of electronic
communications; or

(iv) disclosure of the content of electronic
communications of the user is reasonably necessary for
administration of the estate.

§5008. Disclosure of Other Digital Assets of Deceased User. Unless the
user prohibited disclosure of digital assets or the court directs otherwise, a
custodian shall disclose to the personal representative of the estate of a
deceased user a catalogue of electronic communications sent or received by
the user and digital assets, other than the content of -electronic
communications, of the user, if the representative gives the custodian:

(1) a written request for disclosure in physical or electronic form;

(2) a certified copy of the death certificate of the user;

(3) a certified copy of the letter of appointment of the representative or
a small estate affidavit or court order; and

(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the user’s
account;

(B) evidence linking the account to the user;

(C) an affidavit stating that disclosure of the user’s digital assets
is reasonably necessary for administration of the estate; or

(D) a finding by the court that:

(1) the user had a specific account with the custodian,

identifiable by the information specified in subparagraph (A); or

10
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(1) disclosure of the user’s digital assets is reasonably
necessary for administration of the estate.

§5009. Disclosures of Content of Electronic Communications of
Principal. To the extent a power of attorney expressly grants an agent
authority over the content of electronic communications sent or received by
the principal and unless directed otherwise by the principal or the court, a
custodian shall disclose to the agent the content if the agent gives the
custodian:

(1) a written request for disclosure in physical or electronic form;

(2) an original or copy of the power of attorney expressly granting the
agent authority over the content of electronic communications of the
principal,

(3) a certification by the agent, under penalty of perjury, that the power
of attorney is in effect; and

(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the principal’s
account; or

(B) evidence linking the account to the principal.

§5010. Disclosure of Other Digital Assets of Principal. Unless otherwise
ordered by the court, directed by the principal, or provided by a power of
attorney, a custodian shall disclose to an agent with specific authority over
digital assets or general authority to act on behalf of a principal a catalogue
of electronic communications sent or received by the principal and digital
assets, other than the content of electronic communications, of the principal
if the agent gives the custodian:

(1) a written request for disclosure in physical or electronic form;

11
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(2) an original or a copy of the power of attorney that gives the agent
specific authority over digital assets or general authority to act on behalf of
the principal;

(3) a certification by the agent, under penalty of perjury, that the power
of attorney is in effect; and

(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the principal’s
account; or

(B) evidence linking the account to the principal.

§5011. Disclosure of Digital Assets Held in Trust When Trustee is
Original User. Unless otherwise ordered by the court or provided in a trust,
a custodian shall disclose to a trustee that is an original user of an account
any digital asset of the account held in trust, including a catalogue of
electronic communications of the trustee and the content of electronic
communications.

§5012. Disclosure of Contents of Electronic Communications Held In
Trust When Trustee Not Original User. Unless otherwise ordered by the
court, directed by the user, or provided in a trust, a custodian shall disclose
to a trustee that is not an original user of an account the content of an
electronic communication sent or received by an original or successor user
and carried, maintained, processed, received, or stored by the custodian in
the account of the trust if the trustee gives the custodian:

(1) a written request for disclosure in physical or electronic form;

(2) a certified copy of the trust instrument[ or a certification of the trust

under [cite trust certification statute, such as Uniform Trust Code Section

12
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1013]] that includes consent to disclosure of the content of electronic
communications to the trustee;

(3) a certification by the trustee, under penalty of perjury, that the trust
exists and the trustee is a currently acting trustee of the trust; and

(4) if requested by the custodian:

(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the trust’s
account; or

(B) evidence linking the account to the trust.

§5013. Disclosure of Other Digital Assets Held in Trust When Trustee
Not Original User. Unless otherwise ordered by the court, directed by the
user, or provided in a trust, a custodian shall disclose, to a trustee that is not
an original user of an account, a catalogue of electronic communications sent
or received by an original or successor user and stored, carried, or maintained
by the custodian in an account of the trust and any digital assets, other than
the content of electronic communications, in which the trust has a right or
interest if the trustee gives the custodian:

(1) a written request for disclosure in physical or electronic form;

(2) a certified copy of the trust instrument[ or a certification of the trust
under [cite trust certification statute, such as Uniform Trust Code Section
1013]3;

(3) a certification by the trustee, under penalty of perjury, that the trust
exists and the trustee is a currently acting trustee of the trust; and

(4) if requested by the custodian;

(A) a number, username, address, or other unique subscriber or
account identifier assigned by the custodian to identify the trust’s

account; or

13
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(B) evidence linking the account to the trust.
§5014. Disclosure of Digital Assets to Guardian of Ward.

(a) After an opportunity for a hearing under Division 4 of Title 15 of
the Guam Code Annotated, the court may grant a Guardian access to the
digital assets of a ward.

(b) Unless otherwise ordered by the court or directed by the user, a
custodian shall disclose to a Guardian the catalogue of -electronic
communications sent or received by a ward and any digital assets, other than
the content of electronic communications, in which the ward has a right or
interest if the Guardian gives the custodian:

(1) a written request for disclosure in physical or electronic form:;

(2) a certified copy of the court order that gives the Guardian
authority over the digital assets of the ward; and

(3) if requested by the custodian:

(A) a number, username, address, or other unique
subscriber or account identifier assigned by the custodian to
identify the account of the ward; or

(B) evidence linking the account to the ward.

(¢} A Guardian with general authority to manage the assets of a ward
may request a custodian of the digital assets of the ward to suspend or
terminate an account of the ward for good cause. A request made under this
section must be accompanied by a certified copy of the court order giving the
Guardian authority over the ward’s property.

§5015. Fiduciary Duty and Authority

(a) The legal duties imposed on a fiduciary charged with managing

tangible property apply to the management of digital assets, including:
(1) the duty of care;

14
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(2) the duty of loyalty; and
(3) the duty of confidentiality.
(b) A fiduciary’s or designated recipient’s authority with respect to a
digital asset of a user:
(1) except as otherwise provided in Section 4, is subject to the
applicable terms of service;
(2) is subject to other applicable law, including copyright law;
(3) in the case of a fiduciary, is limited by the scope of the
fiduciary’s duties; and
(4) may not be used to impersonate the user.

(c) A fiduciary with authority over the property of a decedent, ward,
principal, or settlor has the right to access any digital asset in which the
decedent, ward, principal, or settlor had a right or interest and that is not held
by a custodian or subject to a terms-of-service agreement.

(d) A fiduciary acting within the scope of the fiduciary’s duties is an
authorized user of the property of the decedent, ward, principal, or settlor for
the purpose of applicable computer fraud and unauthorized computer access
laws, including applicable sections of Chapter 46 of Title 9, Guam Code
Annotated.

(e) A fiduciary with authority over the tangible, personal property of a
decedent, ward, principal, or settlor:

(1) has the right to access the property and any digital asset stored
in it; and

(2) is an authorized user for the purpose of computer fraud and
unauthorized computer access laws, including applicable sections of

Chapter 46 of Title 9, Guam Code Annotated.

15
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(f) A custodian may disclose information in an account to a fiduciary of
the user when the information is required to terminate an account used to
access digital assets licensed to the user.

(g) A fiduciary of a user may request a custodian to terminate the user’s
account, A request for termination must be in writing, in either physical or
electronic form, and accompanied by:

(1) if the user is deceased, a [certified] copy of the death
certificate of the user;

(2) a [certified] copy of the [letter of appointment of the
representative or a small estate affidavit or court order,] court order,
power of attorney, or trust giving the fiduciary authority over the
account; and

(3) if requested by the custodian:

(A) a number, username, address, or other unique
subscriber or account identifier assigned by the custodian to
identify the user’s account;

(B) evidence linking the account to the user; or

(C) a finding by the court that the user had a specific
account with the custodian, identifiable by the information
specified in subparagraph (A).

§5016. Custodian Compliance and Immunity.
(a) Not later than 60 days after receipt of the information required under
§§ 5007 through 5015, a custodian shall comply with a request under this act
from a fiduciary or designated recipient to disclose digital assets or terminate
an account. If the custodian fails to comply, the fiduciary or designated

recipient may apply to the court for an order directing compliance.

16
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(b) An order under subsection (a) directing compliance must contain a
finding that compliance is not in violation of 18 U.S.C. Section 2702, as
amended.

(c) A custodian may notify the user that a request for disclosure or to
terminate an account was made under this act.

(d) A custodian may deny a request under this act from a fiduciary or
designated recipient for disclosure of digital assets or to terminate an account
if the custodian is aware of any lawful access to the account following the
receipt of the fiduciary’s request.

(e) This act does not limit a custodian’s ability to obtain or require a
fiduciary or designated recipient requesting disclosure or termination under
this act to obtain a court order which:

(1) specifies that an account belongs to the ward or principal;

(2) specifies that there is sufficient consent from the ward or
principal to support the requested disclosure; and

(3) contains a finding required by law other than this act.

(f) A custodian and its officers, employees, and agents are immune from
liability for an act or omission done in good faith in compliance with this act.
§5017. Uniformity of Application and Construction. In applying and
construing this uniform act, consideration must be given to the need to
promote uniformity of the law with respect to its subject matter among states
that enact it.

§5018. Relation to Electronic Signature in Global and National
Commerce Act. This act modifies, limits, or supersedes the Electronic
Signatures in Global and National Commerce Act, 15 U.S.C. Section 7001 et

seq., but does not modify, limit, or supersede Section 101(c) of that act, 15

17
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U.S.C. Section 7001(c), or authorize electronic delivery of any of the notices
described in Section 103(b) of that act, 15 U.S.C. Section 7003(b).

§5019. Severability. If any provision of this Act or the application of any
such provision to any person or circumstance should be held invalid by a
court of competent jurisdiction, the remainder of this Act or the application
of its provisions to persons or circumstances other than those to which it is

held invalid shall not be affected thereby.
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In Other Words
Hacking the Catch-22 of digital assets access

Sen. Mary Torres  May 5, 2017 Updated May 8, 2017

Have you read your email pravider's terms of service agreement? What about the terms of service agreement for your iTunes account ... or your
Facebook, online banking, Instagram, Kindle or DropBox accounts? Are you one to just click that little box at the bottom of the pages and pages of
legalese so that you can set up your accounts as quickly as possible? Luckily for all of us, someone actually did read those terms of service agreements

and realized it was going to be problematic someday.

We once lived in a tangible world of paper trails and now our everyday lives are mostly operated by digital assets that drive how we interact with others
socially and conduct business, As technology continues to advance and become a larger part of our personal lives, many find they have an increasing
number of “digital assets." These include any electronic record in which an individual has a right or interest that includes social madia accounts, emails,
photographs and documents. Just think of your collection of documents stored in a cloud, the emails and text messages in your server, the photographs
you upload to a website and music you download from a website. For many of us, our tax returns, bank statements, music collections, books and

correspondence only exist in electronic record form.

Cybersecurity has resulted In many measures that have been putin place fo safeguard our digital information from falling into anyone else's hands. But
when we need someone fo handle our digital accounts and information, all of those safeguards and privacy measures we put in place while alive and

sound, suddenly are working against us, not for us.

Many terms of service agreements, as well as federal and state laws, do not contemplate that death or incapacity may block digital access and herein
lies the Catch-22 scenario, For example, Congress enacted the Stored Communications Act (SCA) in 1986 as part of the Electronic Communications
Privacy Act (that addresses privacy in use of a home computer network.} The SCA creates privacy rights protecting the content of a user's slectronic
communications and governs the conduct of custodians, the campanies that store electronic communications on their servers. The SCA's inherent
privacy rights prohibit such custodians from voluntarily disclosing a user's content to the government or any person or entity unless an exception under
the SCA applies. There are instances where the fine print in the online server's terms of service agreement prohibit third-party access, which would
include a fiduciary, from accessing an account because it exceeds the authorized access to the custodian's system. Under the computer fraud and
abuse act, which is the federal anti-hacking law, this would be a crime.

To help address this problem, this month { introduced Bill 82-34, the Revised Uniform Fiduclary Access to Digital Assets Act (Revised UFADAA), which
establishes standards for the handling of an individual's digital media accounts upon their death, The UFADAA provides legal authority for fiduciaries to
manage digital assets in accordance with the user's estate plan, while protecting a user's private communications from unwarranted disclosure.

Perhaps there are some aspects of our digital history that we'd rather have die with us, so this piece of legislation addresses those concerns as well. Bill
82-34 empowers individuals by allowing them to specify whether their digital assets should be preserved, distributed to heirs or destroyed. It also
creales uniformity even as digital assets travel across state lines nearly instantaneously and as people relocate more often than ever. This uniform law
ensures that fiduciaries in every state will have equal access to digital assets and custodians will have a single legal standard with which to comply. This
bill also seeks to respect privacy interests by preventing companies that store communications from releasing them to fiduciaries unless the user

consented to disclosure.

i's my hope that Guam will be the next jurisdiction to pass a law (Bill 82-34) to maximize the say that people have in disposing of their digital assets
when they become incapacitated or pass away. Because of the prevalence of digital assets, permitting access to some if not all of these files and
records after incapacity or death is essential. It is said that a dead man tells no tates (including telling Facebook management to give our passwords and
account access to our executor) so we must hack away at the Catch-22 of digital assets access by passing this uniform policy measure today.
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